Report

Building Resilience Against
Digitally-enabled Scams and Fraud
in Southeast Asia:

A Whole-of-Society Approach

September 2025

Supported by

(#. Google.org




About This Study

With the aim of strengthening digital resilience across Southeast Asia, this study was undertaken to
understand the growing threat posed by online scams and frauds and how it can be mitigated. While
awareness of the problem is increasing, there is an opportunity for a regional analysis that brings
together perspectives from across sectors to define what digital resilience means in this context,
identify the key levers for action, and clarify the roles and responsibilities of stakeholders.

Specifically, the study examines the evolving landscape of scams and fraud in six Southeast Asian
countries: Indonesia, Malaysia, the Philippines, Singapore, Thailand, and Vietnam. It aims to define
digital resilience in this context, map the lifecycle of scams, and identify practical levers for
prevention, disruption, and response. It also proposes building digital resilience across the entire
scams and fraud lifecycle, with illustrative examples across the region. In addition, this report
explores how governments, industry, civil society, and academia can work together to strengthen
resilience at both national and regional levels.

A qualitative approach was adopted, combining stakeholder engagement with desk-based research.
Six virtual multi-stakeholder roundtables were held between April and May 2025, organised in
collaboration with convening partners in each of the SEA-6 countries. These dialogues brought
together experts from government, industry, civil society, and academia to share insights and
examples of action. The findings are supported by desktop research and publicly available data.

The report is structured as follows:

* Chapter 1 defines what the problem is by examining the increasingly complex threat landscape
in Southeast Asia.

+ Chapter 2 identifies who must be involved by highlighting the need for collective responsibility
through a whole-of-society approach.

+ Chapter 3 explains when interventions should take place and how to target actions across the
scam lifecycle.

« Chapter 4 focuses on how to take action by presenting practical recommendations and country
examples that operationalise protection, detection, response, and adaptation strategies.

« Chapter 5 outlines how to sustain digital resilience, highlighting collaboration, innovation, and
regional coordination as key to a safer digital future.

Bamboo Builders, Google.org, and The Tech For Good Institute intend for this report to be a resource
and an invitation to dialogue. As scam tactics continually evolve alongside new technologies, whole
societies must be prepared to learn and adapt in tandem. This means going beyond effective
response and recovery mechanisms, towards integrating efforts across various segments of society,
and educating the populace on the most updated scam tactics. It is only by adopting a whole-of-
society approach that will allow us as a region to safeguard our digital resilience.

Although this study focuses on Southeast Asia, we recognise that scams and cyber-enabled fraud
are global challenges. These issues transcend borders, requiring knowledge exchange and
cooperation across regions. We hope that policymakers, regulators, business leaders, researchers,
and community organisations find this report useful as a starting point for action and collaboration.
We welcome feedback, insights, and opportunities for partnership. To share your thoughts, please
contact info@techforgoodinstitute.org.
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A About the Tech for Good Institute

The Tech for Good Institute is a non-profit organisation working to advance the promise of
technology and the digital economy for inclusive, equitable and sustainable growth in Southeast Asia
(SEA). With a population twice the size of the US and strong demographics, SEA's digital economy is
evolving rapidly. At the same time, the region’s trajectory is unique, shaped by its diverse cultural,
social, political and economic contexts. The Tech for Good Institute serves as a platform for
research, conversations and collaborations focused on Southeast Asia, while staying connected to
the rest of the world. Our work is centred on issues at the intersection of technology, society and the
economy, and is intrinsically linked to the region’s development. We seek to understand and inform
policy with rigour, balance and perspective by using research, effective outreach and evidence-
based recommendations. The Institute was founded by Grab, to advance the vision of a thriving and
innovative SEA for all. We welcome opportunities for partnership and support, financial or in-kind,
from organisations and individuals committed to fostering responsible innovation and digital progress
for sustainable growth in the region.

Funders do not determine research findings nor the insights and recommendations of research.

More information about the Institute can be accessed at www.techforgoodinstitute.org.
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Bamboo Builders is a Singapore-based social enterprise that aims to #BuildChangeBetter. Believing
every person should feel confident about their future, they close gaps in traditional education by
empowering individuals with real-world skills to multiply real-world impact.

Since 2017, Bamboo Builders has trained tens of thousands of leaders in launching hundreds of
initiatives that have made significant impact across Singapore and ASEAN. Their work spans across
diverse communities, including youths, seniors, persons with disabilities, inmates, domestic workers
and more. They have also worked with international foundations such as Google.org and ASEAN
Foundation, governments, corporates and schools.

Find out more: bamboobuilders.org.
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Google.org applies Google's innovation, research, and resources to promote progress and expand
opportunity for everyone.
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Disclaimer

The information in this paper is provided on an "as is” basis. This paper is not to be considered as a
recommendation for investments in any industry. This document is produced by the Tech for Good
Institute and has been prepared solely for information purposes over a limited time period to provide
a perspective on the region. The Institute and any of its affiliates or any third party involved make no
representation or warranty, either expressed or implied, as to the accuracy or completeness of the
information in the report and no responsibility or liability whatsoever is accepted by any person of
the Institute, its affiliates, and its respective officers, employees or agents.

Copyright © 2025 by the Tech for Good Institute. All rights reserved.

Permission is granted for reproduction of this file or its contents, with attribution to the Tech for
Good Institute.



Executive Summary

Southeast Asia (SEA)’s rapid digital transformation has unlocked economic opportunity, but it has
also created new vulnerabilities in the form of increasingly sophisticated scams and fraud. As
millions of people and businesses come online, many are exposed to evolving digital risk without the
necessary safeguards to protect themselves. Scams today exploit not only technical loopholes but
also human trust, behavioural habits and systemic gaps, leading to erosion of trust, mounting
financial losses and growing social harm across the region.

Given the evolving threat landscape, building resilience requires a shift from a narrow focus on
cybersecurity to a broader, people-centred approach grounded in the principles of digital safety
and resilience. Traditional security efforts have focused on protecting infrastructure from
unauthorised cyberattacks. However, as scams increasingly rely on psychological manipulation and
deception, Southeast Asia must adopt strategies that go beyond technical solutions to also
strengthen societal and behavioural defences.

There is an opportunity to develop a resilience approach based on a structured, four-pillar
strategy to guide anti-scam efforts across the entire scam lifecycle. These pillars, which include
Protect, Identify and Detect, Respond and Recover, and Adapt, enable stakeholders to engage in
proactive prevention, real-time detection, victim support, and long-term adaptation to evolving
threats. This comprehensive approach ensures interventions are not only reactive but also forward-
looking and continuously improving.

In addition, a whole-of-society approach is essential to effectively counter these threats. No
single stakeholder can tackle scams and fraud alone. Governments, businesses, civil society,
community networks and end users all play critical roles in building digital resilience. By recognising
the unique contributions of each group, countries can foster inclusive, coordinated and sustainable
responses that reflect the diversity of SEA's digital landscape.

Concrete actions are already emerging across SEA that can be scaled, adapted, and replicated.
Drawing from the experiences of the SEA-6 countries, the report outlines illustrative examples and
practical recommendations under each resilience pillar. These include expanding behavioural
education campaigns, empowering trusted community voices, leveraging Al for detection, enhancing
reporting pathways, strengthening cross-border law enforcement cooperation, improving victim care
and modernising outdated legal frameworks.

Finally, it is important to remember that digital resilience is not a one-off initiative, but a long-
term, collective endeavour. Sustaining it requires cross-sectoral alignment, continuous innovation,
and lasting commitment. As scam tactics evolve, responses must remain responsive, relatable, and
relevant. This is rooted in the recognition that digital resilience is a foundational pillar for an inclusive,
safe, and resilient digital economy for Southeast Asia.
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