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About This Study
With the aim of strengthening digital resilience across Southeast Asia, this study was undertaken to
understand the growing threat posed by online scams and frauds and how it can be mitigated. While
awareness of the problem is increasing, there is an opportunity for a regional analysis that brings
together perspectives from across sectors to define what digital resilience means in this context,
identify the key levers for action, and clarify the roles and responsibilities of stakeholders.

Specifically, the study examines the evolving landscape of scams and fraud in six Southeast Asian
countries: Indonesia, Malaysia, the Philippines, Singapore, Thailand, and Vietnam. It aims to define
digital resilience in this context, map the lifecycle of scams, and identify practical levers for
prevention, disruption, and response. It also proposes building digital resilience across the entire
scams and fraud lifecycle, with illustrative examples across the region. In addition, this report
explores how governments, industry, civil society, and academia can work together to strengthen
resilience at both national and regional levels.

A qualitative approach was adopted, combining stakeholder engagement with desk-based research.
Six virtual multi-stakeholder roundtables were held between April and May 2025, organised in
collaboration with convening partners in each of the SEA6 countries. These dialogues brought
together experts from government, industry, civil society, and academia to share insights and
examples of action. The findings are supported by desktop research and publicly available data.

The report is structured as follows:

• Chapter 1 defines what the problem is by examining the increasingly complex threat landscape
in Southeast Asia.

• Chapter 2 identifies who must be involved by highlighting the need for collective responsibility
through a whole-of-society approach.

• Chapter 3 explains when interventions should take place and how to target actions across the
scam lifecycle.

• Chapter 4 focuses on how to take action by presenting practical recommendations and country
examples that operationalise protection, detection, response, and adaptation strategies.

• Chapter 5 outlines how to sustain digital resilience, highlighting collaboration, innovation, and
regional coordination as key to a safer digital future.

Bamboo Builders, Google.org, and The Tech For Good Institute intend for this report to be a resource
and an invitation to dialogue. As scam tactics continually evolve alongside new technologies, whole
societies must be prepared to learn and adapt in tandem. This means going beyond effective
response and recovery mechanisms, towards integrating efforts across various segments of society,
and educating the populace on the most updated scam tactics. It is only by adopting a whole-of-
society approach that will allow us as a region to safeguard our digital resilience.

Although this study focuses on Southeast Asia, we recognise that scams and cyber-enabled fraud
are global challenges. These issues transcend borders, requiring knowledge exchange and
cooperation across regions. We hope that policymakers, regulators, business leaders, researchers,
and community organisations find this report useful as a starting point for action and collaboration.
We welcome feedback, insights, and opportunities for partnership. To share your thoughts, please
contact info@techforgoodinstitute.org.
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We appreciate the contributions of more than 70 participants who contributed their time, experience
and expertise.* Together, they represented a multi-sectoral and holistic view of stakeholders
relevant to this issue, including representatives from ministries, parliaments, telecommunications
regulators, law enforcement agencies, financial institutions, cybersecurity firms, educational
institutions, NGOs and digital platforms. Their insights, data, and practical recommendations were
invaluable to the development of this report. The table below highlights the participants per country.
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We are also grateful to Grab, TFGI’s founding donor, for supporting TFGI’s mission of leveraging the
promise of technology and the digital economy for inclusive, equitable and sustainable growth in
SEA. Funders do not determine research findings, nor the insights and recommendations presented.
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Disclaimer

The information in this paper is provided on an “as is” basis. This paper is not to be considered as a
recommendation for investments in any industry. This document is produced by the Tech for Good
Institute and has been prepared solely for information purposes over a limited time period to provide
a perspective on the region. The Institute and any of its affiliates or any third party involved make no
representation or warranty, either expressed or implied, as to the accuracy or completeness of the
information in the report and no responsibility or liability whatsoever is accepted by any person of
the Institute, its affiliates, and its respective officers, employees or agents.

Copyright © 2025 by the Tech for Good Institute. All rights reserved.

Permission is granted for reproduction of this file or its contents, with attribution to the Tech for
Good Institute.
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Executive Summary

Southeast Asia SEA’s rapid digital transformation has unlocked economic opportunity, but it has
also created new vulnerabilities in the form of increasingly sophisticated scams and fraud. As
millions of people and businesses come online, many are exposed to evolving digital risk without the
necessary safeguards to protect themselves. Scams today exploit not only technical loopholes but
also human trust, behavioural habits and systemic gaps, leading to erosion of trust, mounting
financial losses and growing social harm across the region.

Given the evolving threat landscape, building resilience requires a shift from a narrow focus on
cybersecurity to a broader, people-centred approach grounded in the principles of digital safety
and resilience. Traditional security efforts have focused on protecting infrastructure from
unauthorised cyberattacks. However, as scams increasingly rely on psychological manipulation and
deception, Southeast Asia must adopt strategies that go beyond technical solutions to also
strengthen societal and behavioural defences.

There is an opportunity to develop a resilience approach based on a structured, four-pillar
strategy to guide anti-scam efforts across the entire scam lifecycle. These pillars, which include
Protect, Identify and Detect, Respond and Recover, and Adapt, enable stakeholders to engage in
proactive prevention, real-time detection, victim support, and long-term adaptation to evolving
threats. This comprehensive approach ensures interventions are not only reactive but also forward-
looking and continuously improving.

In addition, a whole-of-society approach is essential to effectively counter these threats. No
single stakeholder can tackle scams and fraud alone. Governments, businesses, civil society,
community networks and end users all play critical roles in building digital resilience. By recognising
the unique contributions of each group, countries can foster inclusive, coordinated and sustainable
responses that reflect the diversity of SEA’s digital landscape.

Concrete actions are already emerging across SEA that can be scaled, adapted, and replicated.
Drawing from the experiences of the SEA6 countries, the report outlines illustrative examples and
practical recommendations under each resilience pillar. These include expanding behavioural
education campaigns, empowering trusted community voices, leveraging AI for detection, enhancing
reporting pathways, strengthening cross-border law enforcement cooperation, improving victim care
and modernising outdated legal frameworks.

Finally, it is important to remember that digital resilience is not a one-off initiative, but a long-
term, collective endeavour. Sustaining it requires cross-sectoral alignment, continuous innovation,
and lasting commitment. As scam tactics evolve, responses must remain responsive, relatable, and
relevant. This is rooted in the recognition that digital resilience is a foundational pillar for an inclusive,
safe, and resilient digital economy for Southeast Asia.
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The Evolving Threat Landscape in 
Southeast Asia

1.

Southeast Asia SEA) digital economy has grown at an impressive pace, with a 27 percent
compound annual growth rate since 2021.1 By 2030, digitalisation is expected to contribute as
much as US$1 trillion to SEA ’s economy, fuelled by expanding internet access, mobile-first
consumption habits, the rise of digital platforms, and a vibrant startup ecosystem.2 This growth
offers opportunities for economic development, financial inclusion, and cross-border trade.

Yet, this digital growth comes with corresponding risks. The speed of digital adoption often
outpaces investments in digital literacy, cybersecurity infrastructure, and user awareness. Millions of
individuals are coming online, many for the first time, without sufficient knowledge of how to
navigate online risks safely. This gap has given rise to growing vulnerabilities, particularly among
first-time internet users, small businesses, and digitally connected households. As the region
embraces digital opportunity, it must also reckon with the accelerating threat of cyber insecurity,
which the World Economic Forum Global Risks Report 2024 identifies as one of the most pressing
risks facing societies both in the short and long term.3
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1.1. From Security to Resilience: The Shifting Conversation

Businesses and governments have dealt with unauthorised cyber threats such as ransomware,
data breaches, Distributed Denial of Service DDoS) attacks, and malware intrusions. These
attacks target systems and infrastructure, often breaching security without the victim’s knowledge
or consent. In 2023, the average cost of a data breach in SEA rose to US$3.05 million, and cyber
extortion incidents increased by 42 percent across the region. Attacks on critical infrastructure are
also a cause for concern, with a recent example being the targeting of Singapore’s critical
infrastructure by advanced persistent threat APT) actor UNC3886.4

There are, however, shifting conversations around the broader idea of safety and resilience in
the region. Increasingly, the focus is not only on the security of systems, but also on the well-being
and safety of individuals in the digital space. While technical security threats, as mentioned above,
continue to persist, the rapid growth of digital adoption in the region has led to greater online activity
and a wider threat vector. This means that vulnerabilities and risks are now present not only within
organisations, but also, in individuals’ day-to-day digital experiences.

This shift is most evident in discussions around digitally enabled scams and fraud. Unlike
technical cybersecurity issues such as hacking and malware attacks, which may occur without the
victim’s knowledge or consent, these scams and fraud schemes rely on manipulation to convince
individuals to share sensitive information or approve fraudulent transactions. Such cases are
considered an “authorised” threat, in which the victim, after being emotionally manipulated, willingly
provides sensitive information or authorises a transaction. These include investment fraud, romance
scams, job scams, and impersonation schemes. It is important to note that the financial losses are
significant. In Singapore, scam victims lost US$481.4 million in 2023,5 while in Vietnam, scam-
related losses were estimated at 3.6 percent of national GDP.6 The United Nations reported that
cyber-enabled fraud caused losses of up to US$37 billion across East and SEA in 2023.7

One thing to highlight here is that addressing digital enabled scams and fraud is just one part of
the broader resilience conversation. Other aspects of online safety include misinformation,
disinformation, malinformation, child exploitation, and various forms of harmful content. While this
paper focuses specifically on digitally enabled scams and fraud, true digital resilience must also take
these other online harms into account. However, for the purposes of this discussion, the emphasis
remains on scams and fraud as a critical and growing threat in the region.
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1.2. Understanding Digitally-enabled Scams and Fraud

During the roundtables conducted for this study, stakeholders observed that the terms scam and
fraud are often used interchangeably across Southeast Asia. This is both in public discourse and
institutional frameworks. In researching definitions across the region, there is no standalone legal
definition of “scams”. Rather they are usually prosecuted under the broader ambit of cheating or
fraudulent activities. In Indonesia, for example, the overlap in terminology is largely due to the broad
use of the word penipuan, which in Bahasa Indonesia refers to both “fraud” and “scam” without
distinguishing between specific technical methods. This stems from the Indonesian Penal Code
KUHP, which offers a general definition of fraud as acts of deception intended to obtain something
from another person through lies, trickery, or misrepresentation.8 The Electronic Information and
Transactions Law No. 11/2008 UU ITE, as amended by Law No. 19/2016 and Law No. 1/2024,
touches on fraud in digital contexts but does not provide a clear definition or categorisation.9

Instead, it uses broad terms such as “misleading” or “false” information causing harm, which can
apply to various situations beyond fraud alone.

This pattern of having no clear legal distinction can also be observed across other jurisdictions in
the region. A similar approach is seen in Singapore, where scams are prosecuted as “cheating”
under the Penal Code 1871.10 Fraud is likewise primarily defined and prosecuted under the Penal
Code as cheating. The newly enacted Protection Against Scams Law, passed in 2024, reinforces
this framework by placing scams under the same cheating provisions set out in the Penal Code.11 In
the Philippines, there is also no legal definition of a scam. Instead, scamming is prosecuted under
the offence of Estafa (swindling), as provided for in Articles 315 to 318 of the Revised Penal Code.12

These same provisions are also applied in cases of fraud, reflecting the overlap in how the two
terms are addressed in law.13

In practice, scams and fraud are most often prosecuted under the same penal provisions. In
Thailand, offences of cheating and fraud are addressed in Sections 341 to 344, 346, and 347 of
Title XII “Offences against Property” in the Criminal Code, which are also used in both cases of
scams.14 In Malaysia, scams are not separately codified but fall under the broader category of
cheating in Section 415 of the Penal Code.15 Fraud is also prosecuted under this provision, with an
additional offence of “fraudulent trading” targeting corporate misconduct under Section 540 of the
Companies Act 2016.16 In Vietnam, fraud is addressed in Article 174 of the Penal Code 2015
(amended 2017) as the crime of “obtaining property by fraud.” 17 Scams are not specifically defined
in law but are prosecuted under the same provisions that govern deception and fraudulent
activities.18 Table 1 below covers the definitions of scams and fraud in SEA, with additional reference
to relevant cybercrimes laws and related regulations.

12
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Table 1: Definition of Scams and Fraud in SEA-6

Country Definitions

Indonesia • No standalone legal definition of scams; the term penipuan refers to both “ fraud” 
and “scam” without distinguishing technical methods.

• Fraud is defined in the Penal Code KUHP) as deception intended to obtain 
something from another person through lies, trickery, or misrepresentation.

• The Electronic Information and Transactions Law No. 11/2008 UU ITE, amended 
by Laws No. 19/2016 and No. 1/2024, addresses fraud in digital contexts but 
does not provide a clear definition, instead using broad terms such as 
“misleading” or “ false” information causing harm.

Singapore • Scams are prosecuted as “cheating” under the Penal Code 1871.

• Fraud is primarily defined and prosecuted under the Penal Code as cheating.

• The Protection Against Scams Law 2024) reinforces this by placing scams 
under the same cheating provisions in the Penal Code.

The 
Philippines

• No legal definition of scams.

• Scamming is prosecuted under Estafa (swindling) in Articles 315318 of the 
Revised Penal Code.

• Fraud is prosecuted under the same laws, with no distinction between the two.

• Additional charges possible under the Cybercrime Prevention Act RA 10175, 
which expands criminal liability to acts committed through ICT means.

Thailand • Scams and fraud are addressed under the same provisions: Sections 341344, 
346, and 347 of Title XII “Offences against Property”  in the Criminal Code.

• These cover cheating and fraud cases, including those involving digital means.

• The Computer Crime Act 2017) specifically criminalises digital deception (e.g., 
online scams, data fraud, phishing).

Malaysia • Scams are not separately codified; they fall under “cheating” in Section 415 of 
the Penal Code.

• Fraud is prosecuted under the same provision, with an additional offence of 
“ fraudulent trading” targeting corporate misconduct under Section 540 of the 
Companies Act 2016.

• Supplementary penalties may be levied under the Communications & Multimedia 
Act for digital infrastructure misuse.
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Source: Tech for Good Institute, 2025

For the purposes of this paper, we can broadly refer to the commonly accepted definitions of
digitally-enabled scams and fraud in the literature. Fraud is a broad legal category encompassing
any act of intentional deception for unlawful gain or to cause harm.19 It often involves unauthorised
or concealed actions, where the victim may remain unaware of the deception until after the harm
has occurred. On the other hand, scams are a specific type of fraud that rely on direct psychological
manipulation.20 They use tactics such as fear, urgency, or emotional appeal to persuade individuals
to willingly provide sensitive details, transfer funds, or carry out actions against their own interest.

Both scams and fraud are rooted in deception and cause significant financial and emotional harm.
While fraud typically involves manipulation of systems, scams target the individual, exploiting trust
and behavioural triggers to achieve their aims.

As established in Table 1, one key point to highlight is that an additional layer is introduced when
dealing with scams and fraud in the digital space. While the base and foundational offence may fall
under the penal code, violations can also be covered by cybercrime laws, computer misuse laws,
and data protection and privacy laws. These legal frameworks are particularly relevant as they
address the challenges posed by emerging technologies and the evolving nature of digitally-enabled
scams and fraud.

This section further highlights six common observed threats in the region, illustrating how each
operates through real-world case studies. This focuses on common tactics employed to conduct
digitally-enabled scams and fraud. A caveat however is that they are more commonly referred to as
scams. However, it is important to note that these scams can also lead to broader fraudulent
activities. Understanding these patterns is a crucial first step in designing targeted, multi-
stakeholder interventions to protect users and foster a safer digital environment.

Country Definitions

Vietnam • Scams are not separately defined but are prosecuted under the same provisions 
covering deception and fraudulent activities.

• Fraud is defined in Article 174 of the Penal Code 2015 (amended 2017) as 
“obtaining property by fraud.”

• This is reinforced by the Law on Cyber Information Security and Decree 
144/2021/NDCP for cyber fraud penalties.
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Phishing Scams

Phishing scams represent fraudulent attempts to obtain sensitive information (such as login
credentials, banking details, or Transaction Authorisation Codes) by masquerading as trustworthy
entities. These schemes typically appear. through email, text messages, or instant messaging
platforms such as WhatsApp, exploiting the ubiquity of digital communication.21

Fraudsters employ sophisticated social engineering tactics, deliberately creating a false sense of
urgency or fear to compel victims to act quickly without verifying the source. Common scenarios
include claims of compromised accounts, overdue payments, or suspended services, all designed to
pressure victims into divulging confidential information.

The sophistication of modern phishing extends to meticulously crafted spoofed websites and
messages that closely mirror legitimate organisations' branding and communication style. More
targeted forms, such as spear phishing, utilise personal information to deceive specific individuals,
with even greater precision

The combination of accessible tools for creating convincing fraudulent communications and the
widespread adoption of digital communication platforms, makes phishing a persistent and
rapidly evolving threat to both individuals and organisations.

Case Study 1

WhatsApp Phishing Targeting Malaysian Digital Wallet Users22

In Malaysia, fraudsters orchestrated a sophisticated phishing campaign targeting GoPayz digital
wallet users through WhatsApp. The scammers posed as official customer service representatives,
contacting victims with urgent claims that their accounts required immediate attention due to security
concerns or technical issues. Exploiting trust and authority, the perpetrators convinced victims to
share their Transaction Authorisation Codes TACs, claiming it was necessary to resolve problems.

This manipulation of trust resulted in substantial financial losses, with one victim losing up to
USD20,700, an amount representing months or even years of personal savings for many individuals.
This case exemplifies how phishing scams exploit both trusted communication platforms and the
human tendency to comply with apparent authority figures during moments of perceived crisis. It
underscores the critical importance of user education and the need for service providers to
implement robust security measures and comprehensive fraud awareness programmes.
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Impersonation of Authority Scams

Impersonation scams involve fraudsters posing as trusted authority figures, such as government
officials, police officers, or corporate representatives to manipulate victims into complying with
fraudulent requests.23 These schemes exploit fundamental human psychology, particularly our
ingrained respect for authority and tendency to comply with official directives. Perpetrators typically
construct elaborate scenarios designed to invoke fear, urgency, or concern about legal
consequences. Common narratives include claims of unpaid fines, involvement in criminal
investigations, or urgent administrative issues immediate attention.

To enhance their credibility, scammers employ various sophisticated techniques, including official-
sounding language, forged documentation, and spoofed telephone numbers that mimic legitimate
institutions. This tactic also involves convincing victims to install malicious software disguised as
legitimate government or corporate applications, granting scammers full access to personal and
financial data.

These scams are especially effective, as victims' desire to comply with authority or resolve
perceived threats often overrides their natural caution.24 The use of real-time communication,
particularly telephone calls, adds pressure and reduces victims' ability to pause and verify the
interaction's legitimacy.

Case Study 2

Vietnamese Government Officer Impersonation25

In Hanoi, a 43-year-old woman lost VND 3 billion (approximately £100,000) to an impersonation
scam. The fraudster posed as a police officer, contacting the victim with claims that she needed to
install a specialised application for identity card processing, an administrative task that appeared
routine and harmless.

The scammer's approach was highly sophisticated, exploiting the victim's trust in authority whilst
referencing a common bureaucratic process. Once the face app was installed, it granted the
scammers full access to her banking information, enabling them to drain her accounts.

This case highlights how impersonation scams exploit both trust in official institutions and the
familiarity of routine administrative procedures. It emphasises the critical importance of verifying
unsolicited requests through official channels and avoiding the installation of unverified software,
regardless of how the request may appear.
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Romance Scams

Romance scams target individuals seeking emotional or romantic connections, exploiting the
vulnerability inherent in the human desire for companionship and affection. These schemes often
begin on online platforms, including dating applications and social media networks, where scammers
can easily create elaborate false identities.26 They typically pose as attractive, successful
professionals such as doctors, engineers, or military personnel, using these fabricated identities to
gain trust and admiration while offering plausible reasons for limited communication or an inability to
meet in person.

The relationship develop gradually, with scammers investing weeks or months to build emotional
intimacy through consistent communication, flattery, and fabricated life histories. Once sufficient
trust is established, the scammer introduces a sudden crisis, such as medical emergencies, travel
difficulties, or legal problems, and requests immediate financial assistance.

These schemes often involve sophisticated supporting evidence, including fake documents, stolen
photographs, and elaborate backstories to support their claims. Romance scams can be particularly
devastating because they exploit emotional vulnerabilities, often targeting individuals who are may
be lonely, isolated, or particularly trusting.

Case Study 3

Executive Defrauded in Thai Romance Scam27

A 50-year-old chief financial officer at a manufacturing firm in Thailand became the victim of an
extraordinarily sophisticated romance scam that ultimately resulted in her imprisonment. The
fraudster created a convincing LinkedIn profile, purporting to be a US army doctor, complete with
professional credentials and military background. Over six months, the scammer used emotional
manipulation and forged documents to gain the victim’s trust, convincing romantic facade, while
gradually escalating financial requests.

The financial impact was catastrophic, with the victim transferring 6.2 billion baht (approximately
£150 million) from company accounts. The scheme was later linked to a Nigerian fraud network
highlighting the international reach of romance scams. Following the discovery, the victim's aZ
arrested and sentenced to a 20-year prison, underscoring the severe legal consequences that can
result from falling victim to such schemes. This case illustrates the devastating toll romance scams
can take, not only financially, but also on professional reputation and personal freedom.
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Fake Friend Scams

Fake friend scams exploit the trust built into personal relationships by utilising compromised or
fabricated social media accounts that mimic those of victims' friends, family members, or
acquaintances. Because the messages appear to come from known contacts, they lower the
victims' natural scepticism28 and increase the likelihood of compliance.

Fraudsters typically hijack existing accounts or create new ones using stolen photos and personal
information. This enables them to craft convincing narratives, often referencing mutual friends or
shared experiences, to make their requests appear credible. Common scenarios involve urgent
pleas for help with medical bills, travel expenses, or legal fees, delivered via real-time messaging
platforms that heighten the sense of urgency.

The emotional weight of these scams makes them especially difficult to resist. Victims are driven by
concerns for someone they believe they know such as a friend or family member making them
more likely to respond to offer assistance without verifying the situation. This emotional
manipulation, combined with the apparent authenticity of the communication source, makes fake
friend scams remarkably effective.

Case Study 4

Indonesian University Student Targeted by Friendship Fraud29

An Indonesian university student reported a sophisticated fake friend scam involving compromised
Facebook accounts belonging to her genuine friends. The fraudsters requested money for fabricated
emergencies, including a nephew's urgent surgery that supposedly required immediate payment.
The scammers maintained consistent communication and even demanded proof of payment, adding
to the deception’s realism.

The student became suspicious due to subtle inconsistencies in communication style and unusual
requests for financial assistance. Demonstrating notable initiative, the student engaged with the
scammer for three hours, successfully tracing their IP address and gathering evidence for a police
report. This case highlights how fake friend scams exploit trusted relationships and the importance
of verifying any unexpected or urgent financial requests, regardless of the apparent source.
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1.

Employment Scams

Employment scams target vulnerable individuals with false promises of lucrative employment
opportunities, often requiring upfront payments for processing fees, training costs, or travel
documentation.30 These schemes frequently serve as fronts for human trafficking networks,
exploiting desperation for better economic opportunities.

Fraudsters advertise positions through social media platforms and legitimate job boards, offering
attractive salaries for roles in call centres, hospitality, or other service industries, often in foreign
countries. The international aspect of these opportunities is used to explain requirements for upfront
payments and complex travel arrangements.

Victims may be required to provide extensive personal information or pay substantial fees for
purported "visa processing" or "job placement" services, only to discover that the employment
opportunity is non-existent or part of a larger exploitative scheme involving forced labour or
cryptocurrency fraud.

The cross-border nature of these scams, involving complex travel routes and fraudulent
documentation, makes them particularly difficult to trace and prosecute. Employment scams prey
upon economic vulnerabilities and trust in seemingly legitimate recruitment processes, often
targeting individuals facing financial hardship or limited local opportunities.

Case Study 5

Philippine Human Trafficking Network Exposed31

The Philippine Bureau of Immigration uncovered a sophisticated human trafficking network that
recruited victims through social media platforms using fraudulent job offers for call centre positions
in Laos. The scheme targeted individuals seeking better economic opportunities abroad, exploiting
their trust in seemingly legitimate recruitment processes. Two victims, intercepted at Clark
International Airport, each paid up to USD 700 for fraudulent travel documents and processing fees.

The investigation revealed a complex travel route through Thailand and connections to broader
criminal operations, including cryptocurrency fraud and illicit nightclub employment. This case
demonstrates the transnational nature of employment scams and their links to human trafficking and
financial exploitation. The swift intervention by immigration authorities highlights the crucial role of
border security in detecting and preventing such schemes, whilst the substantial upfront payments
demanded illustrate the financial vulnerability of victims.
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1.

With the advent of new technologies, scams and other fraudulent activities are becoming
increasingly sophisticated in how they reach wider society. The growing accessibility of AI has
introduced new forms of scams, making those already discussed even harder to detect. Deepfakes,
for instance, can intensify phishing schemes, impersonation of authorities, romance scams, fake
friend scams, and employment scams. Deepfake-related scams are emerging as a particularly
concerning threat, as outlined below.

Deepfake Scams

Deepfake scams represent one of the most technologically advanced forms of fraud, utilising
Artificial Intelligence AI) to create highly realistic yet entirely fabricated audio or video content.
These schemes typically involve impersonating public figures or trusted individuals to promote
fraudulent investment opportunities, products, or services.32

The technology behind deepfakes manipulates facial expressions, lip movements and voice patterns
with remarkable precision, to produce content that appears authentic to the untrained eye.
Alarmingly, it requires minimal input such as a few images or seconds of audio) to generate
convincing fake content.

The growing accessibility of deepfake tools has lowered the barrier to entry for cybercriminals.33

Scammers frequently exploit the credibility and public trust associated with impersonated figures,
such as politicians, celebrities, or business leaders, and make scams appear legitimate.

These videos are often enhanced with familiar logos, media branding, and professional quality
production to reinforce the illusion of authenticity and trustworthiness. By leveraging our instinct to
believe what we see and hear, deepfake scams can bypass the scepticism that might arise with
text-based fraud.

Case Study 6

Singapore Deputy Prime Minister Deepfake Investment Scam34

A brazen deepfake scam surfaced on Facebook and Instagram, featuring fabricated content that
showed Singapore's then-Deputy Prime Minister Lawrence Wong endorsing a dubious investment
scheme. The video demonstrated sophisticated manipulation techniques, utilising real interview
footage with fake audio that mimicked Wong's distinctive speaking style and intonation.

To make the scam look more credible, the fraudster added The Straits Times' logo and branding,
creating the false impression that the video was supported by legitimate news outlets. This misuse of
trusted media branding represents a concerning evolution in scam tactics.

Deputy Prime Minister Wong publicly denounced the scam, while experts like Associate Professor
Terence Sim warned about how easy it is becoming to create deepfakes. This incident clearly shows
how AI-powered scams can exploit public trust, highlighting the need to verify online media content.
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The various observed digitally-enabled scams and fraud highlights an important shift that “what
is secure does not necessarily mean safe”. Even the strongest cybersecurity systems can be
circumvented by threats that prey on trust, fear, and urgency. As threats increasingly target
individuals, SEA must broaden its approach. Building resilience means not only defending against
breaches but also empowering users to withstand manipulation, recover from harm, and adapt to
future threats.

1.3. Navigating an Increasingly Complex Scams Landscape

The different digitally-enabled scams highlighted in the previous section reveal not only the
creativity of fraud tactics but also the underlying systemic challenges in SEA’s digital economy.
Across a series of roundtable discussions held in the region, participants consistently identified four
common challenges that allow these scams to flourish. These vulnerabilities extend beyond
individual user behaviour, reflecting broader structural issues in digital literacy, enforcement
capacity, legal frameworks, and cross-border coordination. This section synthesises these insights
and identifies key areas where systemic improvements are needed to strengthen digital resilience.

Challenges in 
Southeast Asia’s Scams 
and Fraud Landscape

Sophistication of 
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Figure 1: Key Challenges in Southeast Asia’s Scams and Fraud Landscape

Source: Tech for Good Institute, 2025

Increased sophistication of scams and fraud tactics

Scams in SEA are evolving rapidly in both scale and sophistication. This has been fuelled by the
increasing adoption of advanced technologies such as AI, deepfakes, and refined social engineering
tactics. According to a January 2024 report by the United Nations Office on Drugs and Crime
UNODC, deepfakes are now being used to “execute social engineering scams with alarming
success rates, exploiting people’s trust and emotions.”35 From 2022 to 2023 alone, the Asia-Pacific
region saw a staggering 1,530 percent increase in deepfake-related fraud.36 In response, countries
such as Malaysia, Singapore, and Indonesia have issued public warnings to raise awareness of this
growing threat.37

Despite these digital threats, offline tactics remain prevalent and effective. In the Philippines,
roundtable participants described cases of “shoulder surfing” in local shops, where scammers
discreetly observed victims entering mobile wallet PINs before stealing funds.38 Such cases are
particularly common during over-the-counter top-ups.
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Gaps in digital literacy and response awareness

The growing sophistication of scam tactics is further complicated by widespread gaps in digital
literacy and scam awareness. First-time internet users, especially in rural areas, among the elderly,
the youth, and underbanked communities, often lack the foundational knowledge needed to
recognise and respond to digital threats. During roundtable discussions, participants flagged the
vulnerability of these groups and growing disconnect between the rapid expansion of digital
services and the slower rollout of effective digital awareness and education programmes, leaving
many users unprepared and unprotected.

In addition to the lack of preventive awareness, many individuals are also unaware of how to
respond appropriately when scams occur. A significant number of victims do not report incidents,
often due to a lack of trust in law enforcement or a belief that reporting will not result in meaningful
action. For example, 67 percent of scam victims in Thailand did not report their scams after they had
experienced it.39 In Singapore, two in three citizens say they would not know how to respond to a
scam.40 A recent report, produced by the Tech for Good Institute for Bamboo Builders, also notes
that many rely on family and friends as primary sources of information about scams, often
surpassing government agencies or financial institutions. While community trust is important,
misinformation and informal advice can delay or prevent timely action, allowing scammers to
escalate further. This combination of underreporting and informal knowledge-sharing reflects a
deeper gap in public education and institutional outreach that must be addressed.41

Fragmented and siloed ecosystem efforts

Efforts to combat scams in SEA often remain fragmented at the national level, with multiple
agencies often operating in parallel. During the roundtables, participants highlighted the wide range
of stakeholders involved in addressing this issue. Police forces, telecommunications regulators,
banks, digital platforms, and financial authorities each oversee different aspects of scam
response.42 This frequently results in overlapping mandates, unclear referral processes, and
inconsistent support for victims. The lack of integration creates critical gaps in threat intelligence,
delays enforcement efforts, and leads to public confusion. Without streamlined national systems,
victims are often uncertain about which response plan to follow or where to seek help.

These domestic challenges are further compounded by the absence of effective cross-border
collaboration. Many scams are transnational, involving perpetrators in one country, targeting victims
in another, and digital infrastructure hosted elsewhere.43 Yet national law enforcement agencies
often lack the legal authority or operational capacity to act beyond their jurisdictions. Legal
inconsistencies, limited diplomatic coordination, and the absence of shared protocols may slow
down joint investigations.44 In addition, participants in the roundtables noted that the region also
lacks shared databases and real-time alert systems, or harmonised legal frameworks, making it
difficult to track criminal actors or financial flows across borders. These blind spots allow
international scam networks to thrive with minimal risk of detection.
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Outdated legal frameworks and regulatory limitations

Legal frameworks in many SEA jurisdictions require significant updates to remain fit-for-purpose
in today’s rapidly evolving threat landscape. Existing legislation must be adapted to address
emerging forms of crime, including AI-enabled scams, deepfake impersonation, and
cryptocurrency-based money laundering. In Malaysia, for example, while laws such as the Computer
Crimes Act 1997 and the Personal Data Protection Act 2010 provide a foundational basis for
cybersecurity enforcement, there is room for refining provisions so that it specifically addresses
sophisticated online fraud and transnational cybercrime networks.45

Participants also pointed to the need to review and modernise other legal instruments. In the
Philippines, the SIM card registration law was highlighted as needing stronger controls to prevent
misuse in scam operations.46 There is also a growing need to update laws governing human
trafficking and business registration, which are increasingly exploited by scam syndicates to support
fraudulent schemes. Without responsive and timely legal frameworks, enforcement agencies are left
with limited tools to deter, investigate, and prosecute offenders effectively.

Addressing these complex threats requires a broader collective effort. Tackling scams effectively
demands the involvement of a wide range of actors—not just governments and enforcement
agencies, but also businesses, civil society, communities, and individuals. The next step is to
understand how these actors can play meaningful roles and work together to build a safer and more
resilient digital environment.
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Operationalising a Whole-of-Society 
Approach to Build Resilience

2.

Recognising the complex and rapidly evolving nature of scams and fraud in SEA, the Tech for
Good Institute proposes awhole-of-society approach as a guiding framework for action. But what
does this actually mean in practice, particularly within the regions’ diverse social, institutional, and
digital landscapes?

A whole-of-society approach is based on the principle that no single entity can effectively tackle
scams and fraud alone. Drawing from the definition put forward by the United Nations Educational,
Scientific and Cultural Organisation UNESCO, it calls for collective efforts of public authorities, the
private sector, and civil society to pursue shared policy goals.47 A key element of this approach is
the integration of both formal and informal institutions, recognising that sustainable governance
depends on inclusive, multi-stakeholder collaboration.48 Crucially, it reframes the idea of
“governance” as more than just government, emphasising the need for cooperative engagement
across all sectors of society.

In the context of SEA, roundtable participants emphasised the critical role of community in
building digital resilience. Beyond the efforts of government agencies, private sector entities, and
civil society groups, the contributions of community networks and grassroot actors must not be
overlooked. Across the region, family members, neighbours, religious leaders, and local influencers
often serve as trusted sources of information and support. Their influence in raising awareness,
shaping behaviour, and reinforcing social norms plays a vital role in addressing scam risks at the
grassroots level.
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This focus on community aligns closely with UNESCO’s definition of a whole-of-society
approach, which highlights the inclusion of informal institutions and stakeholders in governance
frameworks. Recognising their importance ensures that responses to scams and fraud are not only
effective but also culturally and socially grounded.

This chapter outlines the distinct roles and contributions each stakeholder group can make in
strengthening cyber resilience across SEA.

Figure 2: A Whole-of-Society Approach to Building Digital Resilience

2.1. Government: Setting the Policy and Enforcement
Foundation

Government institutions and regulatory bodies are central to national digital resilience. Their
responsibilities span legislation, law enforcement, inter-agency coordination, and international
collaboration. One of their most critical roles is the development of robust legal frameworks that can
keep pace with emerging threats.49 For example, Thailand has introduced legislation that holds
banks and telecommunications companies accountable for failures in scam prevention, signalling a
shift towards institutional responsibility.50 In Singapore, the recently released Shared Responsibility
Framework outlines the allocation of liability for losses resulting from specific types of phishing
scams, along with the operational workflow for consumers to report such incidents.51 Meanwhile, the
Philippines has enacted the Anti-Financial Account Scamming Act AFASA, which establishes a
coordination mechanism between the central bank and law enforcement agencies to respond more
effectively to financial scams.52

Beyond legislation, governments need to ensure that victims have access to clear, responsive
and accessible escalation channels. National hotlines and digital reporting platforms serve as
critical lifelines for individuals seeking timely support and redress.53 These systems not only assist
victims but also generate vital data to inform prevention strategies and policy responses.54

25

Source: Tech for Good Institute, 2025

Governments Businesses

Civil Society 
Organisations

Community 
Networks

End User

• Banks and e-wallet providers
• Telecommunications 

companies
• E-commerce platforms
• Social media platforms
• Fintech firms

• Family members
• Friends
• Community leaders
• Religious leaders
• Local volunteers

Law enforcement agencies
Central banks and financial 
regulators
ICT ministries
Cybersecurity agencies
Data protection authorities

• Non-profit organisations
• Academic and research 

institutions
• Philanthropic organisations
• Consumer interest groups



Finally, governments have a pivotal role in leading and enabling cross-border collaboration.
Transnational scams require coordinated responses that go beyond national jurisdictions. Effective
cooperation through intelligence sharing, extradition agreements, and joint investigations is vital to
dismantling international scam networks and closing enforcement gaps across the region.

2.2. Businesses: Enabling a Safe User Experience

The private sector, particularly financial institutions, telecommunications companies, and digital
platforms, plays a critical role in safeguarding the digital ecosystem. Their responsibilities include
securing their systems, leveraging their extensive reach to raise public awareness, and supporting
vulnerable groups. Ensuring compliance with industry standards is a key aspect of maintaining trust
and integrity in their platforms. Companies are incentivised to do so not only to meet regulatory
requirements, but also to preserve user confidence and sustain engagement in an increasingly
digital environment. Closer coordination with governments can also lead to more timely and aligned
responses, especially when combating fast-evolving scams that cut across sectors.

Given their position at the forefront of technology and innovation, businesses can deploy
advanced tools to build digital resilience. This includes AI for real-time scam detection, biometric
authentication, scam screening systems, and fraud detection algorithms. These interventions help
mitigate risks before they escalate.55 Furthermore, businesses can lead in promoting safe digital
behaviours by embedding user education into their platforms and outreach campaigns.56 By sharing
resources, expertise, and practical toolkits, especially with smaller enterprises, the private sector
can help raise the baseline of digital safety across the broader economy. In doing so, they contribute
to a more resilient, secure, and inclusive digital landscape.

2.3. Civil Society: Catalyst for Education, Research, and
Advocacy

Civil society serves as a key pillar in the whole-of-society response to scams and fraud, offering
essential expertise, outreach, and advocacy that complement the roles of governments and
businesses. Civil society actors, including NGOs, advocacy organisations, academic institutions,
and training centres, play a critical role in shaping awareness, informing policy, and building long-
term capacity to prevent scams. These groups act as vital intermediaries between the public, private
sector, and government, ensuring that diverse perspectives, particularly those of vulnerable or
marginalised communities, are reflected in scam prevention strategies.

Each segment of civil society plays an important role. NGOs can lead targeted outreach and victim
support, particularly for vulnerable groups such as migrant workers, the elderly, and low-income
communities. Academic institutions contribute evidence-based research and curriculum
development, helping to shape public discourse and inform both policy and practice. In some
countries, partnerships between civil society organisations and education providers have led to the
rollout of digital safety training at the community level, equipping citizens with foundational
knowledge to recognise and avoid scams.57 There is growing recognition of the importance of
investing in civil society-led training and public education infrastructure, including certified
programmes for digital literacy and consumer protection. Supporting the formalisation and scale-up
of these efforts can ensure sustained, community-driven impact across sectors and populations.
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2.4. Community Networks: Informal Linkages and Everyday
Influencers

While formal institutions are critical to combating scams and fraud, roundtable participants
consistently emphasised the important role of informal community networks. These include
family members, neighbours, friends, religious leaders, and other trusted figures embedded in daily
life. In rural or low-connectivity areas, these actors are often the first point of contact when
someone encounters a scam. Across SEA where trust and relationships are central, people
frequently rely on word-of-mouth advice over formal channels. For instance, in Singapore, many
individuals turn to family and friends for scam-related information.58 With this, participants shared
that there is also significant potential to involve community and religious leaders in scam awareness
initiatives by incorporating safety messages into sermons, community events, and local gatherings.

While these informal networks are powerful channels for spreading awareness, they can also
perpetuate misinformation or outdated advice. Strengthening this “digital community” involves
equipping everyday influencers with accurate, accessible, and culturally relevant resources so they
can serve as credible messengers in their communities. Public awareness campaigns that recognise
and empower these informal actors as partners in digital safety can enhance both reach and trust.
By integrating informal networks into broader digital resilience strategies, societies can better
protect individuals at the grassroots level. These efforts can be a vital complement to institutional
responses, helping to close gaps in education, outreach and real-time scam prevention.

2.5. End Users: Making Informed Decisions

End-users, including individuals, consumers, and the general public, are a critical part of
defence against scams and fraud. Their awareness, vigilance, and reporting behaviour directly
shape the effectiveness of broader ecosystem responses. It is therefore vital to equip users with
accurate, accessible information that enables them to make safe decisions online.

However, a persistent confidence-skills gap must be addressed. For example, while 84 percent of
Singaporeans report feeling confident in identifying scams, fewer than half are able to accurately
detect phishing attempts.59 This overestimation can lead to a false sense of security and increased
vulnerability to attacks.

Improving behavioural resilience is essential. Awareness efforts must move beyond one-off
warnings toward the development of sustained, risk-aware digital habits. End users must take an
active role and responsibility for their own online safety, remaining alert to red flags and informed
about evolving scam tactics. Regardless of how strong institutional safeguards may be, a scam can
still succeed if a user authorises a fraudulent transaction. In one roundtable discussion, participants
compared this dynamic to road safety, where governments may build and enforce a secure
infrastructure, but the individual driver still bears responsibility for staying alert and making safe
choices behind the wheel.60 Similarly, a resilient digital environment requires both system-level
protections and empowered, informed users.
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In operationalising a whole-of-society approach, it is equally important to apply key cross-cutting
principles that ensure initiatives are both effective and inclusive. Roundtable participants across
the region emphasised that efforts to build resilience against scams and fraud must be:

Cross-Disciplinary: integrate technical, behavioural, policy, and design expertise to create
holistic and innovative solutions that address scams from multiple angles.

Cross-Sectoral: promote active coordination across government, industry, civil society, and
media, ensuring all sectors share responsibility in building digital resilience and more
coherent responses to emerging threats.

Cross-Cultural: localised to reflect the diverse languages, cultural values, and digital
behaviours present across SEA, making interventions more relevant, trusted and effective.

Cross-Border: strengthen regional and international cooperation through joint mechanisms
and partnerships to combat cross-jurisdictional and transnational scam threats.

These principles are critical for embedding resilience across all parts of society and provide a
foundation for the more targeted, phase-specific interventions outlined in the next chapter.
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Digital Resilience Throughout the 
Scam Lifecycle

3.

To effectively counter scams and fraud, it is essential to understand not only who should be
involved but also when interventions should take place. This chapter highlights the need to build
digital resilience across the entire scam lifecycle. By breaking down the journey of a scam into
distinct stages, this helps stakeholders identify key opportunities for prevention, detection,
response, and adaptation. It offers a practical tool for governments, businesses, civil society, and
communities to coordinate their efforts more effectively, ensuring that interventions are timely,
targeted, and responsive to evolving scam tactics.

3.1. Understanding the Scam Life Cycle

Scams and fraud do not occur in a single moment. They unfold over time and multiple stages, each
involving a series of calculated steps carried out by perpetrators. For example, financial crime
platform FeedzAI outlines three technical phases of cyber-enabled fraud: customer access,
transaction, and monetisation.61 Another model breaks down the anatomy of a scam into “3 Cs”:
connection, convincing, and conversion.62 The United Nations Development Programme UNDP
also presents a more detailed framework in its Anti-Scam Handbook, highlighting the layered
complexity of scam where the steps are largely categorised into: pre-scam, during a scam, and
post-scam.63

29



Across various frameworks that map the scam lifecycle, a common structure emerges: scams
can be broadly categorised into three key stages of: before, during, and after the scam. This
structure is well-supported in existing literature,64 and this report does not seek to reinvent the
wheel. Rather, it builds on this established conceptualisation by streamlining the victim journey into
these three critical phases.

One key addition from this report is the concept of resilience and adaptation as a guiding
concept. This adaptive mindset is particularly relevant for SEA. The goal is not only to survive a
scam incident but to emerge stronger from it. Ideally, when a similar scam reoccurs, individuals and
systems will recognise warning signs earlier, or better yet, have new safeguards in place to prevent
the threat from taking hold. This continuous cycle of learning and adaptation strengthens digital
resilience. It ensures the broader ecosystem stays ahead of malicious actors and becomes more
capable of anticipating, mitigating, and recovering from the future threats.

3.2. Targeted Approach for Digital Resilience

Building on the Tech for Good Institute’s Cyber Resilience Framework, there is an opportunity to
provide a structured approach for identifying targeted responses across the entire scam and
fraud lifecycle.65 It outlines four key pillars of intervention: protect, identify and detect, respond and
recover, and adapt. As highlighted earlier, resilience in this context refers not merely to the capacity
to respond and recover, but also the ability to adapt–to anticipate future threats and evolve in
response. Building this resilience therefore, requires ongoing learning and preparation, not just
reactive measures.

Understanding the stages of a scam–before, during, and after–constitutes only a foundational
step. But true resilience depends on the systematic integration of well-timed, coordinated actions
throughout the entire lifecycle. Each phase presents distinct opportunities for prevention, mitigation,
and recovery. A strategic, multi-stakeholder approach is essential to ensure that responses are not
only effective but also timely, and adaptive.

What does this look like in practice?
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Figure 3: Targeted Interventions throughout the Scam Victim Journey 

Source: Tech for Good Institute, 2025
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Protect: What can be done before a scam occurs? This includes measures such as public
awareness campaigns, digital literacy training, behavior-change initiatives, and pre-emptive
platform safeguards.

Identify and Detect: What helps individuals recognise and avoid scams in real time? This
might include scam alerts, real-time warnings, user verification tools, anomaly detection
systems, and notification mechanisms.

Respond and Recover: How do we support victims after an incident? This involves clear
reporting mechanisms, access to support services and hotlines, and where feasible,
financial restitution.

Adapt: How do we future-proof our systems, policies, and behaviours to stay ahead of
constantly evolving scam tactics? This pillar includes systemic learning, regular updates to
regulation and enforcement protocols, and the proactive redesign of platforms based on
new patterns of fraud.

It is important to recognise, however, that these interventions do not occur in strict sequence,
nor do they operate in isolation. While the approach is structured into four pillars, the actions under
each pillar can overlap and reinforce one another. It should also be pursued simultaneously.
Crucially, adaptation does not require prior victimisation. Systems and individuals can proactively
adapt in anticipation of future threats. By pursuing protection, detection, response, and adaptation
in parallel, society can strengthen their overall digital resilience and reduce risks across the entire
scam lifecycle.

3.3. Bridging Ideas to Action: Of a Whole-of-Society
Approach and Resilience

The four pillars noted in this chapter provide a structured way to address scams and fraud across
the entire lifecycle, but their effectiveness depends on collective action from across society.
Each pillar of Protect, Identify and Detect, Respond and Recover, and Adapt presents unique
opportunities for governments, businesses, civil society, community networks, and end users to
contribute in complementary roles. Resilience is not built through isolated interventions but through
coordinated and sustained action, combining institutional leadership, grassroots action, and
empowered individuals.

Turning ideas into action requires grounding them in the social, cultural, and institutional realities
of SEA. This means tailoring strategies to the region’s unique contexts while ensuring inclusive
participation and shared accountability.

Chapter 4 builds on this foundation by offering concrete, actionable recommendations for each
pillar. These recommendations draw from regional experiences and are designed to be adaptable to
local contexts. It also showcases real-world examples of whole-of-society collaboration,
demonstrating the power of cross-sector partnership in strengthening digital resilience across SEA.
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Building Digital Resilience in 
Southeast Asia

4.

As digital adoption accelerates across all sectors of society, efforts to protect users, detect
threats, respond swiftly, and continuously adapt to emerging risks must evolve in tandem. This
chapter focuses on how to build digital resilience by presenting concrete, actionable
recommendations for building digital resilience across SEA. Drawing from country-specific insights
and roundtable discussions, it highlights practical interventions that can be scaled, adapted, and
shared across different national and community contexts.

These recommendations are grounded in two key ideas introduced earlier in the report: the
Whole-of-Society Approach Chapter 2) and the Digital Resilience Chapter 3. The Whole-of-
Society Approach recognises that governments alone cannot build resilience. Instead, digital safety
must be co-created by an ecosystem of actors, including businesses, civil society, community
networks, and end users. The concept of Digital Resilience meanwhile, structures anti-scam and
fraud efforts across four interconnected pillars: Protect, Identify and Detect, Respond and Recover,
and Adapt.

At every stage of the resilience journey, different stakeholders are uniquely positioned to lead,
support, or scale action. For example, governments can establish legal guardrails and national
response infrastructure, while businesses can embed safety features and educate their users. In
addition, civil society organisations can drive outreach, advocacy and education. Community leaders
can localise interventions and build trust at the grassroots. End-users, in turn, can become active
participants by adopting protective habits in their daily lives and remaining alert to evolving threats.
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By combining a whole-of-society mindset with a targeted, phase-specific approach, SEA can
foster a resilient digital ecosystem, one that protects users, sustains public trust, and ensures no
one is left behind. The recommendations that follow are supported by specific examples and
selected case studies from across the region. This chapter, while not exhaustive, is intended to
spark further innovation, inform future policymaking, and promote cross-border collaboration.

4.1. Protect: Proactive Measures

The Protect pillar focuses on reducing the risk of scams through proactive, preventive measures.
This includes not only technical safeguards, but also public education, behaviour-change initiatives,
and trusted community engagement. It serves as the foundation for building long-term digital safety.

Prevention is often recognised as one of the most effective and scalable approaches to
addressing digital threats. While response and recovery are vital, they typically occur after harm
has already taken place. This may involve financial loss, reputational damage, or psychological
distress. Protection, in contrast, is about reducing vulnerabilities before harm occurs, by improving
user awareness, and promoting safe digital habits from the outset.

Drawing on insights from the regional roundtable discussions, the table below outlines how different
stakeholder groups can contribute to the Protect pillar.

Table 2. Protect: A Whole-of-Society Approach

Stakeholder 
Group Potential Roles and Responsibilities in Protection

Government

• Integrate digital safety into national education curricula and public campaigns

• Fund behaviour-change initiatives and inclusive digital literacy programmes

• Support the formal involvement of community educators and trusted 
messengers on the ground

• Establish regulatory incentives and minimum standards for scam prevention 
in businesses

• Promote MSME resilience through procurement policies and targeted grants

Businesses

• Embed scam prevention tools and educational prompts into digital platforms 
(e.g. banking apps, telecom services)

• Collaborate with government and civil society on awareness campaigns and 
user engagement

• Offer low-cost, user-friendly digital safety solutions tailored for MSMEs

• Build trust by reinforcing customer protections and support after scam 
incidents have occurred

• Amplify trusted voices through branded content and community outreach
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Stakeholder 
Group Potential Roles and Responsibilities in Protection

Civil Society 
Organisations

• Design and deliver inclusive digital literacy training, especially for vulnerable 
or marginalised groups

• Develop culturally and linguistically appropriate awareness materials

• Mobilise and mentor local trusted messengers (e.g. volunteers, religious 
figure, and community leaders)

• Support MSMEs and informal workers with scam preparedness resources

• Reduce stigma through community-based education and advocacy

Community 
Networks

• Disseminate scam awareness messages through trusted social/local 
structures (e.g. churches, temples, local councils)

• Train and activate intergenerational educators (e.g. youth teaching elders)

• Host local events and forums to discuss scam prevention and share 
experiences between community members

• Act as peer support groups or first responders in the event of a scam

• Reinforce safe digital behaviours through repeated, community engagement

End Users

• Adopt safe digital habits (e.g. verifying links, avoiding suspicious apps)

• Participate in literacy campaigns and peer learning

• Report scams and share protective knowledge with family, friends, and co-
workers alike

• Help older or less digitally literate individuals to identify and avoid scams

• Apply scam prevention practices in daily life and business operations

The roles outlined above set the foundation for collective action under the Protect pillar. The
roundtable participants also surfaced real-world examples across the SEA6 countries, showcasing
initiatives and potential models that illustrate how protective measures can be adapted to local
contexts, scaled through collaboration, and reinforced across digital, institutional, and community
environments alike.

Source: Tech for Good Institute, 2025
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Run Digital Literacy and Behaviour-Change Education Campaigns

Across SEA, digital literacy is often equated with general awareness. However, knowledge alone
does not always translate into safer behaviours. People may recognise that scams exist, yet still fall
victim due to overconfidence, routine digital habits, or limited exposure to real-world scam tactics. In
Malaysia, an estimated 70 percent of scam victims never report their cases, pointing to not only fear
or stigma but also a broader lack of preparedness and accessible support.66

To build meaningful protection, digital literacy efforts must evolve into behaviour-change
campaigns that are ongoing, practical, and context-sensitive. Roundtable participants
underscored the importance of using digital platforms as a key delivery channel. In Vietnam, where
over 72 million people are active on social media, platforms such as Zalo, TikTok, and Facebook
were identified as critical for reaching both youth and rural communities.67 Participants also
recommended collaborating with influencers and content creators to deliver messages in engaging
formats—such as meme-based videos, live Q&As, gamified content, and relatable short clips. These
formats were seen as especially effective for younger audiences or those with limited formal digital
education, making them highly accessible.

Campaigns must go beyond raising awareness to changing behaviours.68 They should help people
build digital reflexes such as pausing before clicking links, verifying digital identities, or reporting
suspicious interactions. Educational content must be immersive, locally tailored, and reinforced
through schools, workplaces, community programs, and public outreach. Simulation exercises and
interactive tools can further build confidence and readiness in daily life.

In Action 1
Singapore: SGScamWISE69

SG ScamWISE Well-Informed, Secured and Empowered) is a national education programme in
Singapore that aims to equip individuals, with the skills to protect themselves from scams and
fraud. Initiated by Bamboo Builders supported by Google.org, the national education programme
targets 100,000 Singaporeans by 2026.

Adopting a whole-of-society approach, Bamboo Builders works with Singapore’s government
agencies to continually update its curriculum thereby ensuring the public is aware of the latest
scam tactics, and how they may protect themselves and their loved ones from it. They also work
with businesses, banks and professional accounting bodies to educate staff on workplace scams
and fraud. Bamboo Builders also educates civil society and the community through social service
agencies, grassroot entities, religious organisations, and social media ambassadors.

Bamboo Builders has also pushed the envelope on scams awareness education delivery. Beyond
information-sharing alone, the programme combines interactive storytelling and real-world case
studies into an immersive gamified learning experience. Through empathy-driven education,
Bamboo Builders promotes digital literacy, behaviour change and community resilience. e Post-
programme, the initiative also encourages individuals to sign up as ambassadors, adopt protective
digital habits, build resilience, and serve as first responders within their households and wider
social networks.
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1.

Leverage Trusted Community Voices and Intergenerational Networks

In SEA, trust is often local. Many communities place greater faith in familiar figures such as village
heads, religious leaders, or family members than in formal authorities or abstract public messaging.
This presents a powerful opportunity to scale scam prevention by partnering with credible local
voices and embedding awareness into existing community structures.

Trusted messengers can translate digital risks into locally relevant advice, especially for
populations with low formal education or limited internet access. Intergenerational relationships
also offer a key entry point: younger people, who are generally more digitally literate, can play a
protective role for older family members by teaching them how to identify scams or respond to
suspicious messages. Encouraging this mutual learning builds protective habits while fostering
family- and community-level resilience.

Idea in Focus 1
Leaning on Religious Leads and Community Leaders in Thailand70

In Thailand, roundtable participants emphasised the importance of engaging culturally respected
voices–such as monks and local influencers–who are seen as credible sources of information in
their communities. These figures can effectively translate anti-scam messages into accessible and
relatable guidance. A standout proposal involved empowering youth to educate older family
members and neighbours about digital threats. By bridging the generational gap, this approach
enables mutual learning: younger people offer practical digital tips, while elders provide local
wisdom and contextual insight. Community-based awareness campaigns, including local
workshops and school events, have already begun to reinforce these efforts by building
grassroots confidence and self-reliance in scam recognition and reporting.

Idea in Focus 2
Harnessing Gotong Royong for Community-Led Scam Prevention in Indonesia71

During the Indonesia roundtable, participants proposed drawing on the cultural value of Gotong
Royong– a principle of mutual aid and collective responsibility–as a foundation for community-led
scam prevention. While national systems and enforcement mechanisms are important, participants
noted that grassroots solidarity remains a powerful and underutilised resource, especially in rural
or lower-income communities. One idea involved establishing “anti-scam circles” led by village
elders, where traditional gatherings and storytelling could be used to raise awareness, particularly
around scams linked to religious travel. These locally rooted approaches were viewed as more
trusted and relatable than formal campaigns, demonstrating how strong systems and strong social
bonds can reinforce one another
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4.2. Identify and Detect: Enhancing Scam Detection Across
the Ecosystem

The Identify pillar focuses on detecting, verifying, and intercepting scam threats in real-time before
financial or emotional damage occurs.

Effective detection requires more than just technical infrastructure. In today’s digital landscape,
where scams are increasingly personalised through AI-generated deepfakes, hijacked social media
accounts, and spoofed platforms, detection is a race against deception. Combating such threats
demands a blend of advanced technological tools, frontline coordination, and heightened public
vigilance at all times.

Roundtable participants from across the SEA6 region consistently emphasised that scam
detection is a shared responsibility. Financial institutions, telecommunications companies, and
digital platforms hold valuable data signals that can reveal fraud patterns. Sharing this data is vital.
At a global scale, the Global Signal Exchange GSE, developed by the DNS Research Federation,
Google, and the Global Anti-Scam Alliance, offers a useful model.72 It connects digital economy
companies such as Microsoft, Meta, telecoms, and security researchers to facilitate secure and near
real-time exchange of phishing sites, scam content, and spoofed identities.

At the same time, communities and end users provide real-time and on-the-ground intelligence
that can validate or flag suspicious activity. The most effective detection systems are those that
combine the speed of machines with the contextual awareness of human insight.

The table below illustrates key areas where each segment of the society can contribute to building
resilience under the Identify and Detect pillar.

Table 3. Identify and Detect: A Whole-of-Society Approach

Stakeholder 
Group Potential Roles and Responsibilities in Identify and Detect

Government

• Invest in national scam detection infrastructure, including tools like AI and 
central databases

• Develop and enforce SIM card registration and caller verification laws

• Coordinate real-time reporting and intelligence sharing across agencies

• Establish and maintain user-friendly public reporting channels

• Lead data-sharing protocols across borders and sectors

Businesses

• Build and integrate fraud detection systems (e.g. scam filters, AI screening)

• Share scam intelligence with regulators and peer institutions

• Provide accessible, in-platform scam reporting tools

• Alert users to suspicious activity (e.g. flagged phone numbers, and malicious 
scam pop-ups)

• Participate in government-coordinated reporting and data-sharing efforts
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Stakeholder 
Group Core Roles and Responsibilities in Protection

Civil Society 
Organisations

• Operate or support community-based scam reporting platforms

• Provide technical feedback on detection tools (usability, fairness)

• Advocate for inclusive and privacy-safe detection policies

• Train local actors to identify and escalate scams

• Conduct research on scam trends and detection gaps

Community 
Networks

• Raise awareness about common scam tactics and how to report

• Help vulnerable or less tech-savvy individuals use reporting tools

• Share verified alerts and guidance through trusted local channels (e.g. 
sermons, WhatsApp groups)

• Reinforce phone and SMS verification practices within communities

End Users

• Use official reporting tools to flag scams

• Adopt scam detection apps and telecom verification features

• Share alerts and educate peers or customers

• Stay informed about new scam tactics and digital safety updates

• Ensure personal devices and SIMs are registered and secured

Building on top of these shared responsibilities, there are key actions that can be considered across
the region to further strengthen resilience at this stage.

Use Technology-Based Solutions to Combat Scams and Fraudulent Activity

As scams become more sophisticated, technology must serve as the first line of defence in
detecting and disrupting fraudulent activity. Across SEA, there is growing momentum to develop
systems that use AI, machine learning, and advanced analytics to monitor suspicious behaviour, flag
anomalies, and block threats in real time. These tools are increasingly vital in identifying complex
scams, including AI-generated voice calls, deepfakes, spoofed platforms, and phishing websites.

At the Malaysia roundtable, participants proposed the use of generative AI tools to proactively
scan websites, monitor dark web activity, and analyse transaction patterns.73 Such tools could
detect scam indicators, alert users to suspicious links, block robocalls, and identify spoofed
numbers. AI-driven call screening technologies were also recommended to counter scams involving
manipulation and social engineering, such as romance scams.

Source: Tech for Good Institute, 2025
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Similar momentum was noted in Thailand, where the government is exploring AI-based detection
tools to monitor financial transactions and e-commerce activity.74 Participants also highlighted the
value of mobile applications that can identify scam phone numbers and flag fraudulent
communications as effective, user-facing tools.75

Across the discussions, there was broad consensus on the importance of building detection
systems that are integrated, accessible, and responsive to fast-changing scam tactics. Public
sector leadership is crucial, particularly when complemented by private sector innovation from
banks, telcos, fintechs, and digital platforms. These tools must not only detect and block scams, but
also empower users with real-time alerts, reporting functions, and accessible guidance.

In Action 2
Leveraging Technology-based Solutions76

In Singapore, ScamShield represents a coordinated, technology-driven approach to scam
detection and prevention. Developed by Open Government Products in collaboration with the
Singapore Police Force and the National Crime Prevention Council, the app is part of a broader
suite of tools designed to help individuals recognise and block fraudulent activity.

Available on both iOS and Android, the app automatically filters scam calls and SMSes, flags
suspicious content using AI-powered classification, and allows users to check messages, phone
numbers, and links across platforms such as WhatsApp, Telegram, and SMS. It also enables easy
reporting of suspected scams, helping authorities to strengthen their databases and overall
response efforts.

Complementing the app are a 24/7 helpline 1799, a dedicated resource website, and real-time
alerts delivered via WhatsApp. Together, these tools provide an integrated, user-centric system
that empowers users, increases public vigilance, and reinforces Singapore’s broader anti-scam
infrastructure as a whole.

Enable Grassroots and Citizen-Driven Reporting and Intelligence

Scam detection cannot rely solely on institutional systems. In many cases, everyday users are the
first to encounter new scam tactics, particularly those that evolve quickly or target specific
communities. Empowering individuals to report scams easily and ensuring these reports feed into
broader fraud intelligence systems can help governments, platforms, and law enforcement track
patterns, respond swiftly, and strengthen prevention strategies.

Citizen-driven platforms also play a critical role in building a culture of vigilance. When individuals
see their contributions acknowledged and acted upon, public trust improves and reporting becomes
more consistent. As highlighted in the Vietnam roundtable, platforms like ChongLuaDao demonstrate
the potential of grassroots innovation to complement national efforts. With the right partnerships,
such models can be scaled and integrated into wider detection frameworks to enhance detection,
accelerate response, and embed scam prevention across society.
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In Action 3
Grassroots Intelligence Reporting in Vietnam77

Vietnam’s ChongLuaDao, a platform led by a non-profit organisation, has emerged as a notable
grassroots initiative in the fight against scams. The platform enables the public to report
suspicious activities, supports community-based verification, and facilitates threat intelligence
sharing, while also running awareness campaigns to improve digital safety and vigilance.

During the roundtable, participants highlighted the importance of scaling such efforts through
structured collaboration between civil society, government, private sector actors, and digital
platforms. Key opportunities includes:

• Government agencies encouraging public reporting and integrating data into
ChongLuaDao’s systems.

• The private sector, particularly fintech companies and telecom providers, supporting AI
powered scam detection and embedding scam alerts into user-facing interfaces.

• Digital platforms amplifying anti-scam content and enabling peer-to-peer alert sharing at
scale for greater impact.

To sustain and scale such initiatives, participants recommended formalising cross-sector
partnerships, positioning grassroots reporting as a core element of Vietnam’s national digital
resilience strategy. In doing so, scam prevention becomes a shared and coordinated responsibility
across the digital ecosystem.

Strengthen Caller and SMS Verification Systems

Scams conducted through spoofed calls and phishing SMSmessages remain a widespread threat
across SEA.78 These attacks often exploit weaknesses in the telecommunications ecosystem,
particularly unregistered SIM cards and unsecured messaging systems. Roundtable participants
across several countries emphasised the need for stronger verification systems and enforcement
measures that improve the traceability of digital communications and reduce opportunities for fraud.

Authorities in Thailand are moving to regulate bulk SIM card purchases to curb call centre scams,
following the police seizure of 200,000 SIM cards linked to a Chinese scam syndicate.79 At
present, there are no restrictions on corporate entities buying SIMs in bulk for resale, aside from a
rule requiring individuals with more than five numbers to register them. The National Broadcasting
and Telecommunications Commission NBTC) plans to implement changes gradually to minimise
disruption to consumers and businesses.

In Malaysia, the government is strengthening its collaboration with the telecommunications
companies to improve SIM card verification through the MyDigital ID platform as part of its efforts
to reduce cybercrime.80 Under this initiative, users will be required to verify their identity using
MyDigital ID when registering a new SIM card or reactivating an existing one. This measure aims to
prevent fraudulent SIM card registrations and make it more difficult for scammers to use
unauthorised or stolen identities.
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A consistent message across the roundtables was the importance of an integrated approach:
verification systems must be backed by enforcement, public education, and real-time coordination
between telecoms, financial institutions, and regulators.

In Action 4
Strengthening the SIM Card Registration in the Philippines81

In the Philippines, SIM card registration has emerged as a critical area of reform in efforts to
combat online scams. Under Republic Act 11934, signed into law in 2022, all users are required to
register their SIM cards to reduce anonymity and curb cybercrime. However, stakeholders have
raised concerns about major loopholes in implementation, particularly the absence of a cap on the
number of SIMs one person can register.

During recent discussions, Scam Watch Pilipinas revealed that individuals involved in scam
operations had registered up to 600 SIM cards each, enabling large-scale fraud. The Philippines
National Police Anti-Cybercrime Group PNP ACG) reported over 600 arrests linked to violations
such as selling pre-registered SIMs. Both the Department of Information and Communications
Technology DICT) and civil society have proposed limits on SIM ownership—ranging from three
to ten per person—to balance individual, business, and family needs. These reforms are seen as
essential to strengthening enforcement, improving traceability, and reducing the misuse of
telecom infrastructure in scam operations.

4.3. Respond and Recover: Scaling Response and Enhancing
Recovery Support

The Respond and Recover pillar focuses on enhancing society’s capacity to act swiftly and
effectively after a scam has occurred. While proactive measures help reduce exposure, no system
is entirely immune. When scams do happen, timely intervention and victim-centred recovery are
essential. This includes establishing clear reporting pathways, enabling coordinated enforcement,
and ensuring that victims receive comprehensive and compassionate support.

Effective response and recovery not only help disrupt ongoing scams but also play a vital role in
restoring trust and emotional well-being of victims. Achieving this requires cross-sector
collaboration to ensure that cases are escalated efficiently, fraudulent operations are dismantled,
and affected individuals are guided through a clear, supportive recovery process. The table below
outlines the potential areas of contributions of each stakeholder group under the Respond and
Recover pillar.
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Table 4. Respond and Recover: A Whole-of-Society Approach

Stakeholder 
Group Potential Roles and Responsibilities in Respond and Recover

Government

• Establish integrated, multi-agency scam response centres

• Mandate case escalation pathways and shared investigation frameworks

• Enable real-time law enforcement coordination across jurisdictions

• Fund victim support services, including mental health care

Businesses

• Participate in scam response centres (banks, telcos, platforms)

• Provide immediate account freezes and “kill switch” features for victims

• Share fraud data with law enforcement and peer institutions

• Cooperate on cross-border scam investigations

• Support victim care through account recovery and claims processes

Civil Society 
Organisations

• Provide legal aid, counselling, and referral services to scam victims

• Train frontline staff to support trauma-informed responses

• Act as public educators on how to escalate scam cases

• Monitor enforcement and recovery outcomes for transparency

• Advocate for victim-centred response policies

Community 
Networks

• Serve as local escalation points, particularly in rural or low-access areas

• Support scam victims emotionally and practically during recovery

• Reinforce reporting pathways and support group structures

• Help raise awareness about what to do immediately after a scam

End Users

• Report scams via official channels and encourage others to do the same

• Use available support services and participate in peer support groups

• Cooperate with investigators by preserving evidence

• Stay updated on recovery tools and procedures

• Help destigmatise victimhood by sharing experiences

Based on the regional roundtables, participants highlighted key areas of recommendation that
countries can pursue to strengthen resilience in the area of response and recovery.

Source: Tech for Good Institute, 2025
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In Action 5
Co-location of Key Stakeholders in Singapore’s Anti-Scam Command82

Singapore’s Anti-Scam Command ASCom, established in March 2022 under the Singapore Police
Force, is a centralised unit dedicated to coordinating and strengthening the national response to
scams. By consolidating investigation, enforcement, incident response, and intelligence within a
single structure, ASCom enables rapid intervention and proactive disruption of scam operations.

A key feature of its success is the physical co-location of stakeholders, including officers from
major banks such as DBS, OCBC, UOB, Standard Chartered, HSBC and CIMB, who work alongside
police to trace and freeze scam-related funds in real time. This setup has significantly reduced
turnaround times for freezing suspicious accounts, from days to mere hours or minutes, which has
improved the chances of recovering stolen assets. ASCom also partners with e-commerce
platforms like Carousell and Shopee and agencies such as GovTech to investigate cases involving
digital identity fraud.

Establish Coordinated Response through National Scam Centres

Fragmented reporting systems weaken public trust and delay effective action. In many cases,
victims are unsure where to report scams, receive inconsistent guidance, or face poor coordination
between law enforcement, banks, and telecommunications providers. This issue was especially
evident in the Philippines and Indonesia roundtables, where participants highlighted how overlapping
mandates and unclear responsibilities create confusion around scam response procedures.

Establishing a national scam centre can help address these gaps by providing a single, integrated
entry point for scam reports. Such centres facilitate real-time coordination and ensure that cases
are routed efficiently to the appropriate agencies. They also enable cross-sector information
sharing, helping stakeholders respond more swiftly and accurately to emerging threats.

One of the key best practices identified during the roundtables is the co-location of core
stakeholders. This includes embedding the police, financial institutions, telecommunications
companies, digital platforms and regulators within a unified response team.
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In Action 6
Advancing Cross-Border Collaboration on Scam Response and Asset Recovery83

Launched in October 2024 by the Singapore Police Force, FRONTIER+ brings together anti-scam
agencies from Hong Kong SAR, Malaysia, Maldives, South Korea, and Thailand to tackle cross-
border scam operations. The initiative focuses on disrupting illicit networks, recovering assets for
victims, and building regional capabilities through the exchange of best practices.

By strengthening cooperation across jurisdictions, FRONTIER+ enhances the region’s ability to
respond to transnational scam threats. In one example of its impact, Singapore’s Anti-Scam
Command worked with Malaysia’s National Scam Response Centre to recover around USD 90,000
from an investment scam case in December 2024.

Strengthen Law Enforcement Coordination Across Borders

While national efforts remain critical, scam operations often span multiple jurisdictions, making
regional cooperation essential for timely disruption and effective asset recovery. However, many
agencies still face gaps in cybercrime training, digital forensics capabilities, and legal authorisation
that limit their ability to respond.

To address these challenges, governments must invest in equipping their law enforcement
agencies with the right tools, specialised personnel, and cross-border frameworks for
collaboration. This includes strengthening bilateral and multilateral agreements, creating shared
protocols for investigation and evidence sharing, and building trusted networks for joint operations.
Effective law enforcement coordination also depends on clearly defined escalation pathways and a
commitment to sustained information exchange between countries.

In Action 6 box below showcases a sample of cross-border collaboration on scam response and
asset recovery.

Support Victims with Psychosocial Care

Scam victims often experience more than just financial loss. Emotional distress, feelings of shame,
social isolation, and psychological trauma are common, particularly in scams that exploit personal
trust, such as romance fraud, family impersonation, and investment scams. Roundtable discussions
across the SEA6 countries consistently highlighted the importance of integrating structured, victim-
centred care into national response systems. Participants from the Philippines, Malaysia, and
Vietnam emphasised the need for trained personnel within reporting hotlines, escalation protocols
for urgent cases, and accessible psychosocial support services for scam victims.

Victim care must be central to any effective scam response system. Stakeholders advocated for
national-level programmes that provide trauma-informed care through trained personnel who can
guide victims through reporting processes, offer emotional support, and ensure access to legal and
financial assistance. Proposals included staffing national scam response centres with trained call
operators, integrating mental health support within law enforcement procedures, and establishing
clear referral pathways to professional counselling services. The overarching goal is to ensure
victims receive consistent, compassionate support throughout their recovery, while reducing stigma
and encouraging timely reporting.
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In Action 7
Providing Care Support for Scam Victims in Singapore84

Singapore’s Victim Care Officer VCO Programme, led by the Singapore Police Force, provides
personalised, trauma-informed support to victims of crime, including those affected by scams.
The programme engages trained volunteers with backgrounds in counselling, psychology, or
social work, who guide victims through the criminal justice process, offering both emotional
reassurance and practical assistance. VCOs are selected through a rigorous screening process,
including interviews, psychometric assessments, and specialised training. From the point of first
contact, VCOs help victims understand investigative procedures, manage trauma, and, when
necessary, connect them to community services and mental health support. By offering consistent
care during investigations and legal proceedings, the programme plays a key role in ensuring
victims receive holistic support throughout their recovery.

4.4. Adapt: Building Resilience for the Future

The Adapt pillar focuses on strengthening the long-term capacity of societies to stay ahead of
emerging and evolving scam threats. Beyond immediate prevention and response, adaptation
requires institutions to be agile, legal systems to be responsive, and regional cooperation
mechanisms to be proactive and future-ready. This includes regularly stress-testing national
systems, identifying and closing legal and regulatory loopholes, and scaling up successful anti-scam
solutions across different sectors and borders.

Roundtable discussions across the SEA6 countries highlighted a clear consensus: adaptation is
essential to digital resilience. The ability to learn from past incidents, rapidly adjust policies and
practices, and anticipate new scam tactics is crucial in an environment where cyber threats are
constantly evolving. Building this adaptive capacity requires the active participation of the entire
ecosystem, including governments, businesses, civil society, community networks, and end users.
Each group has a unique role to play in ensuring that anti-scam measures remain effective,
inclusive, and forward-looking.

The table below outlines the specific ways in which different stakeholders can contribute to
fostering adaptation, supporting a more resilient and responsive digital environment for the region.
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Table 5. Adapt: A Whole-of-Society Approach

Stakeholder 
Group Potential Roles and Responsibilities in Adaptation

Government

• Lead scenario planning and national scam simulations

• Continuously update laws in response to scam evolution

• Coordinate regional harmonisation of cyber and consumer protection policies

• Use chairmanships and forums (e.g. ASEAN) to advance cross-border 
cooperation on key issues

• Invest in legal foresight and regulatory sandboxes

Businesses

• Collaborate on simulation drills and user safety testing

• Advocate for practical regulatory updates and compliance alignment

• Integrate adaptive scam protection features based on emerging tactics

• Scale tested solutions (e.g. scam alerts, verification systems) across markets

• Participate in regional data sharing and standard-setting bodies

Civil Society 
Organisations

• Help design and run scam drills in schools and communities

• Advocate for legal reforms to protect vulnerable groups

• Monitor emerging scam patterns and policy gaps

• Bridge research, policy, and public education through adaptive toolkits

• Engage in regional civil society networks for shared learning

Community 
Networks

• Support local participation in national drills and simulations

• Help test and provide feedback on policy or tool rollouts

• Share local intelligence on scam adaptations

• Advocate for inclusive adaptation measures that reflect rural or marginalised 
perspectives in policymaking

End Users

• Participate in drills, trainings, and simulations

• Adopt updated tools and follow revised safety protocols

• Stay informed about new threats and evolving scam tactics

• Share experiences and feedback to improve future adaptations

• Engage in civic dialogue on rights, protection, and digital responsibility

Source: Tech for Good Institute, 2025
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Idea in Focus 3
Game-based Interventions as Scam Drills to Drive Resilience85

Stakeholders strongly supported the use of scam drills and controlled simulations as a proactive
way to build resilience against scams. These exercises expose individuals to simulated scam
scenarios in a safe, educational setting, functioning like a “scam vaccine” by helping users
recognise manipulation tactics before encountering them in real life. This approach draws on
active, experiential learning, which focuses on understanding the psychology of scams and has
been shown to build stronger resistance than passive warnings alone.

One example of this method is the Be Scam Ready initiative (formerly known as ShieldUp!.86 In a
pilot randomised controlled trial involving 3,000 participants in India, players demonstrated
significant and sustained improvements in recognising scam scenarios for up to 21 days after the
intervention. Participants who played the game outperformed those who had only watched 10 to 15
minutes of traditional awareness videos or online safety tips. Notably, this heightened scam
detection ability did not result in unnecessary distrust of legitimate online interactions. This is a
potential model that can be explored by countries in SEA.

Insights from the regional roundtables identified priority recommendations that countries can adopt
to enhance their capacity for adapting to the evolving scams and fraud landscape in SEA.

Consider National Scam Drills as Public “Digital Vaccines”

Scam drills offer a proactive way to strengthen behavioural resilience. Similar to fire drills that
prepare individuals for physical emergencies, scam drills expose users to simulated fraud scenarios
in a safe, educational setting. This approach helps individuals build practical reflexes and greater
confidence in identifying scams before they encounter them in real situations. The concept gained
particular support in Vietnam, where stakeholders described scam drills as a form of “scam vaccine”
that instils protective behaviours early and effectively.

Participants suggested incorporating scam drills into schools, universities, workplaces, and
public institutions, using both online and offline formats. Exercises could include phishing
simulations, mock job offers, or impersonation calls. Additionally, digital platforms and fintech
companies could adopt such tools during onboarding or promotional campaigns to reinforce scam
recognition skills among users.

Idea in Focus 3 highlights an illustrative example of this approach through a game-based
intervention, demonstrating how experiential learning can strengthen scam detection and
preparedness against online threats.
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Idea in Focus 4
Close Systemic Loopholes Through Holistic Legal Reform in Malaysia87

Stakeholders In Malaysia, stakeholders stressed the need for a more comprehensive legal
response to address the rising sophistication of scam operations. While recent initiatives such as
the Cybersecurity Act 2024 mark positive steps, roundtable discussions revealed significant gaps
across the broader legal framework.

Participants called for a holistic approach that goes beyond consumer protection and digital
economy laws to tackle vulnerabilities in company registration, labour protections, and financial
regulations. Company registration processes were flagged as a key loophole, with scammers able
to repeatedly set up fraudulent businesses under new names.

There were also strong calls to update human trafficking laws to address job scams linked to
forced labour, referencing cases where Malaysians had to be rescued from scam compounds. To
keep pace with evolving threats, stakeholders recommended regular legislative audits to identify
and update outdated provisions across sectors. This comprehensive reform, combined with
strengthened enforcement, was viewed as essential to closing systemic loopholes exploited by
organised scam networks.

Close Systemic Gaps by Updating Related Legislations

Scammers frequently exploit legal and regulatory loopholes, taking advantage of outdated or
fragmented laws. These weaknesses are not limited to digital regulations but extend across various
sectors, including business registration, labour protection, and financial governance. Roundtable
discussions across SEA consistently highlighted the need for countries to adopt a more
comprehensive legal strategy that keeps pace with evolving scam tactics.

Governments should undertake regular legislative audits to review and update laws across all
relevant sectors, closing gaps that allow fraudulent activity to flourish. This includes
strengthening traceability, enhancing accountability for digital platforms, and protecting vulnerable
groups such as gig workers, migrants, and youth. Testing reforms through regulatory sandboxes
may also support more agile and responsive legislation. Idea in Focus 4 below illustrates how
discussions from stakeholders in Malaysia note the importance of tackling business registration
laws, consumer protection laws, and human trafficking laws exploited by scam networks.
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Sustaining Digital Resilience for 
Southeast Asia’s Future

5.

This report has outlined the why, who, when, and how of building digital resilience across
Southeast Asia. It introduced two key frameworks: the Whole-of-Society Approach, which
emphasises the importance of inclusive and coordinated participation, and the concept of Digital
Resilience, which organises efforts across four stages of intervention. These approaches offer a
foundation for a safer and more trusted digital environment in the region.

As Southeast Asia continues its rapid digital transformation, digital resilience must be recognised
as a critical enabler of inclusive growth. This means a digital economy where trust is maintained,
risks are managed, and users are empowered to navigate the digital world with confidence.

However, building digital resilience is not a one-time task but a long-term process. This requires
collaboration, innovation, and sustained commitment from all parts of society. To ensure resilience
strategies remain effective and relevant, there are principles that can be taken into account to guide
design and implementation of resilience-building measures.

First, action must go beyond shared responsibility to a whole-of-society approach. As stressed in
this report, resilience cannot rest with only a few institutions or sectors. Rather, each stakeholder
plays a clear and complementary role. Governments can set policy direction and establish national
infrastructure for digital safety. Businesses can design platforms that implement safety-by-design
features into their applications. Civil society and academic institutions are well-positioned to lead
public education, support marginalised groups, and contribute research to inform policy. In addition,
community leaders and individual users play a critical role in preventing scams by spreading
awareness and encouraging safer online behaviour. These efforts create an enabling environment
where users can make informed decisions and contribute to the collective resilience of the digital
economy as a whole.
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Second, innovation plays a critical role in adapting to the evolving threat landscape. With the
recognition that scam tactics will continue to evolve, our ability to anticipate and adapt to emerging
risks must also evolve with it. This requires ongoing investment in technology solutions, from AI
powered detection tools to user verification systems. It also involves encouraging innovation in
policy and regulation, such as the use of regulatory sandboxes and legislative foresight to ensure
that legal frameworks remain responsive to change. Innovation is not only about keeping pace with
threats, but also staying ahead of them.

Third, resilience efforts must remain people-centred and reflect the lived realities of the digital
society. Digital safety interventions must be relevant, relatable, and responsive to the everyday
realities of users across Southeast Asia. This means designing awareness campaigns in local
languages, working through trusted community figures, and building solutions that reflect cultural
values and communication styles. Localisation is not an afterthought. It is essential to ensure that
efforts reach those who are most vulnerable and resonate with communities at every level. This also
goes a long way not only in awareness, but also in adoption of resilience-building techniques.

Finally, regional coordination is essential. Scams increasingly operate across borders, taking
advantage of jurisdictional gaps and fragmented enforcement. Southeast Asia must strengthen
regional cooperation through shared intelligence, harmonised laws, and joint enforcement
mechanisms. ASEAN institutions can play a central role by facilitating cross-border dialogue,
enabling multilateral investigations, and supporting the recovery of assets for scam victims. Regional
responses are not a replacement for national action, but a necessary extension of it in an
interconnected digital landscape.
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