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Safeguarding the Digital Generation:
Strengthening Child Online Protection

Frameworks in Southeast Asia
by the Tech for Good Institute

Executive Summary

Children in Southeast Asia (SEA) are growing up as
digital citizens. However, this increasing online
participation also exposes them to a range of online
risks. 79% of children aged 8 - 18 across the region
have encountered at least one form of online risk
since the pandemic, highlighting the urgent need for
coordinated action.

The SEA-6 countries are advancing child online
protection through three distinct approaches: i)
strengthening legal deterrence and accountability for
service providers; ii) establishing child-centred safety
standards and age-assurance systems; and iii)
enhancing governance through data protection and
digital-literacy initiatives.

At the ASEAN level, the ASEAN Digital Masterplan
2025 and the ASEAN Declaration on the Rights of
Children in the Context of Cyberspace provide a
shared vision for safe, trusted, and inclusive digital
participation.

To close existing protection gaps and advance this

regional vision, four coordination priorities are
proposed: i) Harmonise legal and policy frameworks;
ii) Strengthen cross-border enforcement and
cooperation; iii) Build institutional capacity,

resources, and public awareness; iv) Enhance data,
research, and multi-stakeholder collaboration.
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1. Introduction

Children in Southeast Asia (SEA) are growing up as digital citizens. However, this increasing online
participation also exposes them to a range of online risks. The emergence of Al-driven threats (e.g.
synthetic Child Sexual Abuse Material (CSAM), deepfakes) has further complicated the protective
landscape. Nearly 79% of children aged 8 - 18 in SEA have encountered at least one form of online risk in
the post-COVID period. In the Philippines, 20% of children aged 12 - 17 reported having experienced
sexual abuse online. This figure is 9% in Thailand, 4% in Malaysia, 2.2% in Indonesia, and 0.7% in Vietnam.
These statistics underscore the urgent need for effective national and regional action.

Southeast Asia-6 (SEA-6) economies, namely Indonesia, Malaysia, the Philippines, Singapore, Thailand,
and Vietnam, have made notable progress in strengthening their legal and institutional frameworks for
child online protection. At the regional level, the 2019 ASEAN Declaration on the Rights of Children in the
Context of Cyberspace, ASEAN Digital Masterplan 2025, and the ASEAN Cybersecurity Cooperation
Strategy 2021 - 2025, provide a shared vision for a safe and trusted digital ecosystem. Yet, there are
areas of improvement in terms of the scope, implementation, and coordination.

Building on existing foundations and Tech for Good Institute’s 2025 study "The Evolution of Tech
Governance in Southeast Asia-6," this brief reviews the current regulatory landscape, identifies legislative
and implementation challenges, and proposes recommendations to enhance enforcement, coordination,

and regional coherence in building a safer digital future for children.

2. Regulatory landscape regarding child online protection
across SEA-6in 2024 - 2025

Countries are progressively enhancing their child online protection frameworks. It should be noted,
however, that policy approaches across the region vary in terms of scope, enforcement mechanisms, and
institutional structures.

Establishing legal and institutional foundations for digital child protection

countries enacted or updated foundational laws that establish clearer responsibilities for service
providers and stronger protections for minors. Indonesia’s Government Regulation No. 17/2025
on Child Protection in Electronic Systems sets a benchmark by introducing parental-consent
requirements for users under 17, mandatory risk assessments, age-based content restrictions,
and privacy-by-default settings. Malaysia’s Online Safety Act 2024 and the Communications and
Multimedia (Amendment) Act 2025 mandate platforms to protect children under 13 and classify
CSAM as “priority harmful content”. Vietnam’s Decree 147/2024 and Decision 88/QD-BTTTT
(2025) introduce content classification, identity verification, and cross-border accountability,
reinforced by the 2025 Personal Data Protection Law.
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Strengthening safeguards against online sexual exploitation, bullying, and harmful
content

Countries are translating these frameworks into tangible protections. Thailand's Criminal Code
Amendments (2025) criminalise online grooming, sextortion, and cyberbullying, with stricter
penalties on offenders who target minors. Singapore's Code of Practice for Online Safety (2025)
requires age assurance and the enforcement of age ratings. The Philippines continues to
implement its Anti-Online Sexual Abuse or Exploitation of Children (OSAEC) and Anti-Child Sexual
Abuse or Exploitation Materials (CSAEM) Acts and is considering Senate Bills 40 and 595 (2025)
to regulate minors' access to social media through verified parental consent.

Addressing emerging risks and cross-cutting technology challenges

Al-related threats are increasingly becoming a topic of national discussions. Singapore’s Online
Safety (Relief and Accountability) Bill (2025) specifically addresses artificially generated or altered
content, including deepfakes. Meanwhile, Malaysia and Vietnam are investigating labelling and
provenance requirements for Al-generated materials.

3. Persistent regional challenges

Despite national progress, several challenges continue to hinder effective implementation:

Fragmented laws and inconsistent age thresholds (ranging from 7 - 17) create uneven
protection and complicate cross-border investigations. Divergent classifications of harmful
content and varying takedown procedures stunt regional cooperation.

The processes for mutual legal assistance and data sharing are still slow. Investigations
involving cross-border abuse or international platforms often face delays due to differing
legal systems and data-governance rules.

Uneven capacity across countries weakens enforcement and cross-border collaboration.
While technical and institutional capacity gaps persist across various jurisdictions,
resulting in case delays and incomplete investigations.

Greater transparency in platforms' compliance and enhanced engagement from the
private sector would help ensure accountability standards are observed.

Although these challenges remain, they also offer opportunities for deeper regional collaboration and
coordinated action towards a safer, more trusted digital ecosystem for every child.
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https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
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https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8515777/
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://www.unodc.org/roseap/en/2024/09/seajust-organized-crime-thrives/story.html
https://asianews.network/asean-must-do-more-to-protect-children-from-online-sexual-abuse/
https://asianews.network/asean-must-do-more-to-protect-children-from-online-sexual-abuse/
https://asianews.network/asean-must-do-more-to-protect-children-from-online-sexual-abuse/
https://asianews.network/asean-must-do-more-to-protect-children-from-online-sexual-abuse/
https://asianews.network/asean-must-do-more-to-protect-children-from-online-sexual-abuse/
https://rankingdigitalrights.org/wp-content/uploads/2023/10/RDR-DAH-Tech-Transparency-Under-the-Spotlight.pdf
https://www.unicef.org/eap/documents/call-action-children-and-young-people
https://www.unicef.org/eap/documents/call-action-children-and-young-people
https://www.unicef.org/eap/documents/call-action-children-and-young-people
https://www.unicef.org/eap/documents/call-action-children-and-young-people
https://www.unicef.org/eap/documents/call-action-children-and-young-people
https://www.unicef.org/eap/documents/call-action-children-and-young-people
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4. Recommendations

To address these gaps, SEA-6 member states should consider pursuing coordinated actions across four
priority areas.

Align Legal Establishing a regional minimum standard, such as a specific age for digital
and Policy consent, to mitigate risks related to cross-border exploitation and enhance
Fraomeworks regulatory interoperability.

® Conduct comprehensive legislative reviews to identify
inconsistencies and update national legislation to incorporate
protections against Al-enabled threats.

® Adoptthe ASEAN Guidelines for Harmonised Legislation (2023) as
a regional and national baseline to ensure consistent alignment of
laws, support market integration, and promote the harmonisation of
standards across all member states.

® Establish clear definitions and penalties for emerging threats,
including Al-generated CSAM and deepfakes.

Strengthen Creating specialised online child protection units, equipped with dedicated
Cross-Border budgets and trained personnel, similar to Thailand’s Internet Crimes
Enforcement Against Children Task Force and Malaysia’s Internet Crime Against

and Children Investigation Unit, to facilitate more consistent regional
Cooperation cooperation.

® Maintain national databases for CSAM and adopt standardised
reporting mechanisms that align with international practices.

® Establish or enhance national child online protection committees
that include multi-sectoral representation.

® Streamline coordination between focal points to expedite cross-
border investigations and mutual legal assistance.

® Institutionalise specialised training on preventing and responding to
online child sexual abuse within national police and judicial
academies to ensure sustainability, referencing Thailand’s
guidelines for public prosecutors as an example.
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https://asean.org/wp-content/uploads/2023/05/ASEAN-Guidelines-for-Harmonisation-of-Standards-2022-Version.pdf
https://xn--42cg2bms3db1cydo1c9ite.com/contact
https://xn--42cg2bms3db1cydo1c9ite.com/contact
https://safeonline.global/wp-content/uploads/2023/12/DH_Malaysia_advocacy_note_final.pdf
https://safeonline.global/wp-content/uploads/2023/12/DH_Malaysia_advocacy_note_final.pdf
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
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Build Co-creating shared responsibility frameworks and enhancing digital literacy
Capacity, among stakeholders.

Resources,

and Public ® Integrate online safety and digital literacy into national curricula and
Awareness teacher training programmes.

® Conduct awareness campaigns addressing online grooming,
cyberbullying, and the risks associated with Al-generated content,
ensuring the inclusion of marginalised groups.

® Mobilise funding through public—private partnerships to support
survivor services and bolster local capacity.

Enhance Ensuring robust data and inclusive participation to enable evidence-based
Data, policymaking and accountability.

Research,

and Multi- ® Develop standardised regional indicators and disaggregated
Stakeholder databases (by age, gender, exploitation type, and platform) to
Coordination effectively monitor trends.

® Conduct regular national and regional prevalence studies, building
on Disrupting Harm research, and commission additional studies on
emerging threats.

® Establish regional transparency reporting frameworks for both
government and industry stakeholders.

® Expandthe ASEAN Youth Advisory Group on Digital Safety,
incorporating child-led consultations for policy review and
evaluation.

® Formalise ASEAN-wide collaboration among governments, NGOs,
academia, and industry, and create joint funding mechanisms to
support innovation, leveraging initiatives such as Thailand’s Cyber

Wellness Index.
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https://safeonline.global/disrupting-harm/
https://aseanfoundation.org/asean-foundation-holds-asean-youth-advisory-group-regional-workshop-on-safer-internet-day/
https://sustainability.ais.co.th/en/sustainability-projects/thailands-cyber-wellness-index
https://sustainability.ais.co.th/en/sustainability-projects/thailands-cyber-wellness-index
https://sustainability.ais.co.th/en/sustainability-projects/thailands-cyber-wellness-index

AN
) TECH FOR

A AA GOOD POLICY BRIEF
AN INSTITUTE

Annex 1. Glossary

N

Online Sexual Exploitation Sexual exploitation, Sextortion, Grooming, Child Sexual Abuse Material
and Abuse (OCSEA) (CSAM) production

Cyberbullying and Online Online aggression, Hate speech, Stalking, Peer harassment

Harassment,

Exposure to Harmful Harmful content, Data misuse, Scams, Privacy violations
Content and Privacy Risks
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Annex 2: National laws/ strategies regarding child online protection across SEA-6
in 2024 - 2025

Country

Indonesia

National laws/ strategies

Law No. 1 of 2024
(Electronic Information
and Transactions Law
Amendment)

(Jan 2024)

Government Regulation
(GR) No. 17 of 2025 (Child
Protection in Electronic
Systems)

(PP TUNAS)

(March 2025)

Age required parental
consent for collection,
use, or disclosure of

personal data; or access
to online contents/
services

N/A

Under 17: Parental
consent required

Aged 17: Can give their
consent; a parent/
guardian has six hours to
object before the 17-year-
old can proceed

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

Requires child safety
measures

Mandates CSAM
reporting mechanisms,
risk assessments, and
age verification

Address Cyberbullying &
Online Harassment

Criminalises electronic
harassment and
intimidation

Requires reporting
mechanisms for
harassment/ humiliation
of children

Address Harmful Content
Exposure & Privacy
Violations

N/A

Yes - Comprehensive

framework:
° Age-based
content

restrictions (5
age groups)
° Age verification
requirements,
() Privacy-by-
default setting, -

) Parental consent

mandatory,

() Prohibition of
inappropriate
ads targeting
children

Al-Related Threats
Mentioned/ldentified

N/A

Mentions future-proofing
against emerging
technologies

No explicit Al-specific
provisions
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https://insightplus.bakermckenzie.com/bm/attachment_dw.action?attkey=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQJsWJiCH2WAWuU9AaVDeFghur5sXMqnv8&nav=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQbuwypnpZjc4%3D&attdocparam=pB7HEsg%2FZ312Bk8OIuOIH1c%2BY4beLEAeT6S6Dcsb89Q%3D&fromContentView=1
https://insightplus.bakermckenzie.com/bm/attachment_dw.action?attkey=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQJsWJiCH2WAWuU9AaVDeFghur5sXMqnv8&nav=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQbuwypnpZjc4%3D&attdocparam=pB7HEsg%2FZ312Bk8OIuOIH1c%2BY4beLEAeT6S6Dcsb89Q%3D&fromContentView=1
https://insightplus.bakermckenzie.com/bm/attachment_dw.action?attkey=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQJsWJiCH2WAWuU9AaVDeFghur5sXMqnv8&nav=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQbuwypnpZjc4%3D&attdocparam=pB7HEsg%2FZ312Bk8OIuOIH1c%2BY4beLEAeT6S6Dcsb89Q%3D&fromContentView=1
https://insightplus.bakermckenzie.com/bm/attachment_dw.action?attkey=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQJsWJiCH2WAWuU9AaVDeFghur5sXMqnv8&nav=FRbANEucS95NMLRN47z%2BeeOgEFCt8EGQbuwypnpZjc4%3D&attdocparam=pB7HEsg%2FZ312Bk8OIuOIH1c%2BY4beLEAeT6S6Dcsb89Q%3D&fromContentView=1
https://ssek.com/blog/gr-17-2025-indonesia-imposes-child-protection-duties-on-online-platforms/
https://ssek.com/blog/gr-17-2025-indonesia-imposes-child-protection-duties-on-online-platforms/
https://ssek.com/blog/gr-17-2025-indonesia-imposes-child-protection-duties-on-online-platforms/
https://ssek.com/blog/gr-17-2025-indonesia-imposes-child-protection-duties-on-online-platforms/
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Country National laws/ strategies

- Communications and
(€1 Multimedia
— (Amendment) Act 2025
e (February 2025)
Malaysia
Online Safety Act 2024
(Act 866)
(May 2025)

Proposed required
minimum age for social
media

(October 2025)

Age required parental
consent for collection,
use, or disclosure of
personal data; or access
to online contents/
services

N/A

No specific digital
consent age defined

Require service providers
to implement child-
specific safeguards to
protect children under 13,
and restrict access to
harmful content

Under 13: prohibition to
own social media
account

16 years old as the
minimum age for social
media use

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

N/A

Designates CSAM as
"priority harmful content"
with the strictest controls

N/A

Address Cyberbullying &
Online Harassment

N/A

Includes content causing
harassment and distress
as “harmful content”

N/A

POLICY BRIEF

Address Harmful Content
Exposure & Privacy
Violations

N/A

Differentiate harmful
content and priority
harmful content

N/A

Al-Related Threats
Mentioned/ldentified

N/A

Consider including Al-
generated content
labeling requirements

N/A
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https://law-partnership.com/wp-content/uploads/public_files/Key%20Updates%20to%20the%20CMA%202025.pdf
https://law-partnership.com/wp-content/uploads/public_files/Key%20Updates%20to%20the%20CMA%202025.pdf
https://law-partnership.com/wp-content/uploads/public_files/Key%20Updates%20to%20the%20CMA%202025.pdf
https://www.christopherleeong.com/wp-content/uploads/2024/12/DR59-BI.pdf
https://www.christopherleeong.com/wp-content/uploads/2024/12/DR59-BI.pdf
https://www.straitstimes.com/asia/se-asia/malaysia-to-require-social-media-platforms-to-enforce-age-limit-for-users
https://www.thestar.com.my/starpicks/2025/10/22/a-safer-digital-start-malaysians-rally-behind-raising-social-media-age-to-16
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Country National laws/ strategies

Advisory No. 2024-03 or
the Guidelines on Child-
Oriented Transparency
(December 2024)

&

Philippines

Senate Bill No. 40 An Act
Regulating the Use of
Social Media Platforms
by Minors, Imposing Age
Restrictions, Providing
Penalties for Violations
Thereof, and for Other
Purposes

(July 2025)

Age required parental
consent for collection,
use, or disclosure of
personal data; or access
to online contents/
services

No specific digital
consent age

Under 18: prohibition of
social media access

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

N/A

(Address in Anti-Online
Sexual Abuse or
Exploitation of Children
(OSAEC) and Anti-Child
Sexual Abuse or
Exploitation Materials
(CSAEM) Act issued
2022)

N/A

Address Cyberbullying &
Online Harassment

N/A

(Address in Anti-Online
Sexual Abuse or
Exploitation of Children
(OSAEC) and Anti-Child
Sexual Abuse or
Exploitation Materials
(CSAEM) Act issued
2022)

N/A

Address Harmful Content

Exposure & Privacy
Violations

N/A

(Address in Anti-Online
Sexual Abuse or
Exploitation of Children
(OSAEC) and Anti-Child
Sexual Abuse or
Exploitation Materials
(CSAEM) Act issued
2022)

N/A

POLICY BRIEF

Al-Related Threats
Mentioned/ldentified

N/A

(Address in Anti-Online
Sexual Abuse or
Exploitation of Children
(OSAEC) and Anti-Child
Sexual Abuse or
Exploitation Materials
(CSAEM) Act issued
2022)

N/A
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https://privacy.gov.ph/wp-content/uploads/2024/12/Advisory-2024.12.17-Guidelines-on-Child-Oriented-Transparency-w-SGD.pdf
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https://privacy.gov.ph/wp-content/uploads/2024/12/Advisory-2024.12.17-Guidelines-on-Child-Oriented-Transparency-w-SGD.pdf
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
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https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
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https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://legacy.senate.gov.ph/lisdata/4651442518!.pdf
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Country National laws/ strategies | Age required parental Address OCSEA (Online Address Cyberbullying & | Address Harmful Content | Al-Related Threats
consent for collection, Child Sexual Exploitation | Online Harassment Exposure & Privacy Mentioned/ldentified
use, or disclosure of & Abuse) Violations
personal data; or access
to online contents/

services
Senate Bill No. 595 Under 13: prohibited from  N/A N/A N/A N/A
(July 2025) using social media,
except for supervised
educational purposes
Philippines authorized by the

Department of Education

13 - 17 years: may only
use social media with
verified parental or
guardian consent and
must access age-
appropriate platforms

(*,,* Personal Data Protection  Under 13: N/A N/A N/A N/A
* Act (PDPA) - Advisory Parental/guardian
' Guidelines on Children's consent required
Personal Data
I TeE oI -0 (March 2024) 13-17 years: Can give
valid consent if they have
sufficient understanding
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https://newsinfo.inquirer.net/2083071/senate-bill-filed-limiting-social-media-use-for-minors
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
https://www.pdpc.gov.sg/-/media/files/pdpc/pdf-files/advisory-guidelines/advisory-guidelines-on-the-pdpa-for-children's-personal-data-in-the-digital-environment_mar24.pdf
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Country

Singapore

National laws/ strategies

Code of Practice for
Online Safety — App
Distribution Services
(Mar 2025)

Online Safety (Relief and
Accountability) Bill
(October 2025)

Age required parental
consent for collection,
use, or disclosure of
personal data; or access
to online contents/
services

N/A

N/A

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

Prevents children from
accessing exploitation
content

Addresses through the

definition and creation of
a statutory tort related to
Image-based child abuse

Address Cyberbullying &
Online Harassment

Mandatory age
assurance, age ratings
enforcement

Addresses through
several definitions and
duties

Address Harmful Content

Exposure & Privacy
Violations

N/A

Establishes specific
online harmful activities
that comprehensively
cover cyberbullying and
online harassment

Al-Related Threats
Mentioned/ldentified

N/A

Identifies and addresses
threats posed by
artificially generated or
altered content, including
those created by
Generative Al.
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https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/code-of-practice-app-distribution-services/code-of-practice-for-online-safety-app-distribution-services.pdf
https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/code-of-practice-app-distribution-services/code-of-practice-for-online-safety-app-distribution-services.pdf
https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/code-of-practice-app-distribution-services/code-of-practice-for-online-safety-app-distribution-services.pdf
https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/code-of-practice-app-distribution-services/code-of-practice-for-online-safety-app-distribution-services.pdf
https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/code-of-practice-app-distribution-services/code-of-practice-for-online-safety-app-distribution-services.pdf
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1
https://www.parliament.gov.sg/docs/default-source/bills-introduced/online-safety-(relief-and-accountability)-bill-18-2025.pdf?sfvrsn=4cda5d08_1

Country

Thailand

TECH FOR
GOOD
INSTITUTE

National laws/ strategies

Criminal Code
Amendments
(March 18, 2025)

Enhancing Child
Protection from Online
Threats in Thailand (only
available in Thai for
public prosecutors)
(May 2025)

Age required parental
consent for collection,
use, or disclosure of
personal data; or access
to online contents/
services

Not in the Criminal Code

Address under PDPA
Section 20

Under 10: Parental
consent required

N/A

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

Introduces penalties for
online grooming, sexting,
sextortion

Removes age ignorance
defense for victims under
13

Expands extraterritorial
jurisdiction

Address various forms of
online threats targeting
children, including child
sexual abuse material,
grooming, cyberbullying
and other threats like the
revelation of children's
personal information,
exclusion, cyberstalking,
and sexting

Address Cyberbullying &
Online Harassment

Introduces penalties for
cyberstalking,
cyberbullying

Enhanced penalties for
vulnerable victims

Address various forms of
online threats targeting
children, including child
sexual abuse material,
grooming, cyberbullying
and other threats like the
revelation of children's
personal information,
exclusion, cyberstalking,
and sexting

Address Harmful Content

Exposure & Privacy
Violations

Introduce penalties for
media misuse targeting
children

Protection from harmful
sexual content

Harsher penalties if
content causes serious
harm/death

Address various forms of

online threats targeting
children, including child
sexual abuse material,

POLICY BRIEF

Al-Related Threats
Mentioned/ldentified

No explicit Al-specific
provisions

N/A

grooming, cyberbullying
and other threats like the

revelation of children's
personal information,
exclusion, cyberstalking
and sexting

’
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https://www.tilleke.com/insights/thailand-drafts-provisions-to-address-online-offenses-against-children/5/
https://www.tilleke.com/insights/thailand-drafts-provisions-to-address-online-offenses-against-children/5/
https://www.tilleke.com/insights/thailand-issues-guidelines-on-pdpa-consent-and-notification-requirements/39/
https://www.tilleke.com/insights/thailand-issues-guidelines-on-pdpa-consent-and-notification-requirements/39/
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
https://www.linkedin.com/posts/rafiqkhan79_thailand-child-online-safety-guidelines-activity-7325714843578052609-GQ0a
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Country

*

Vietnam

National laws/ strategies

Decree 147/2024/ND-CP
management, provision
and use of Internet
services and cyber
information

(November 2024)

Age required parental
consent for collection,
use, or disclosure of
personal data; or access
to online contents/
services

N/A

Address OCSEA (Online
Child Sexual Exploitation
& Abuse)

Requires classification
and removal of sexual
exploitation content

Address Cyberbullying &
Online Harassment

Requires classification of
content causing
psychological harm
including bullying

Address Harmful Content
Exposure & Privacy
Violations

Comprehensive
framework

() Mandatory
content
classification
and warnings

() Child protection
measures for
cross-border/
domestic
providers

[ ) Age ratings for
games (16+)

() Account
verification via
phone/ID
numbers

() Livestream
commercial
accounts
require ID
verification

Al-Related Threats
Mentioned/ldentified

Includes content
generated through
emerging technologies

No explicit Al-specific
provisions
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https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
https://english.luatvietnam.vn/doanh-nghiep/decree-147-2024-nd-cp-manage-internet-services-cyberinformation-372523-d1.html
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Country National laws/ strategies | Age required parental Address OCSEA (Online Address Cyberbullying & | Address Harmful Content | Al-Related Threats
consent for collection, Child Sexual Exploitation | Online Harassment Exposure & Privacy Mentioned/ldentified
use, or disclosure of & Abuse) Violations
personal data; or access
to online contents/
services

Decision No. 88/QD- N/A Prohibits exploitative use  Prohibits harassment and  N/A N/A
* BTTTT on issuance of a of children's images bullying of children

code of conduct on child

online protection

Vietham (Jan 2025)

Law No. 91/2025/QH15 Under 7: Parental N/A N/A Enhanced protections for  N/A
on Personal Data consent required for children's personal data
Protection publishing private

(June 2025) information
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https://thuvienphapluat.vn/van-ban/EN/Cong-nghe-thong-tin/Decision-88-QD-BTTTT-2025-issuance-of-a-code-of-conduct-on-child-online-protection/642999/tieng-anh.aspx
https://thuvienphapluat.vn/van-ban/EN/Cong-nghe-thong-tin/Decision-88-QD-BTTTT-2025-issuance-of-a-code-of-conduct-on-child-online-protection/642999/tieng-anh.aspx
https://thuvienphapluat.vn/van-ban/EN/Cong-nghe-thong-tin/Decision-88-QD-BTTTT-2025-issuance-of-a-code-of-conduct-on-child-online-protection/642999/tieng-anh.aspx
https://thuvienphapluat.vn/van-ban/EN/Cong-nghe-thong-tin/Decision-88-QD-BTTTT-2025-issuance-of-a-code-of-conduct-on-child-online-protection/642999/tieng-anh.aspx
https://thuvienphapluat.vn/van-ban/EN/Cong-nghe-thong-tin/Decision-88-QD-BTTTT-2025-issuance-of-a-code-of-conduct-on-child-online-protection/642999/tieng-anh.aspx
https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Luat-Bao-ve-du-lieu-ca-nhan-2025-so-91-2025-QH15-625628.aspx
https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Luat-Bao-ve-du-lieu-ca-nhan-2025-so-91-2025-QH15-625628.aspx
https://thuvienphapluat.vn/van-ban/Bo-may-hanh-chinh/Luat-Bao-ve-du-lieu-ca-nhan-2025-so-91-2025-QH15-625628.aspx
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